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30DLQWHWQDGHWWH %HHNPDQ 'HEMHIQHE\&DMIWKRQLD -BKQ &
+DUULV &DVVR@EUR ARMH SIQIGKW H INRIXOMN ADYYWKWH OO\
OF*XUQ 'HQG®IG/XUL *HRUJLQH VOB GIRWY\ 3D$@HH [DQGULD 5XGRO
-HDQQH 6D RNOGRZIUHMD 7DUDXWXVKD 9DLQV DQ&ODRQWLID/GH
LOQGLYLGXDOO\ DQG RQ EHKDOI Rl DOO RWKGH®JIN LRILOMDKIHD DY
UHVSHEWLYHO\ SWHOMBQAGLRQ WDRRWRBWLRQ DQG EHOLHI DV WF
WKURXJK XQGHUVLIQHG FRXQWRHY RIOEBHDRGEBDYY VEKMWLRQ &RPS(
DIJDLQVW \GHXEQYERMW %D\ &RPSOMN 3+ B E R USDRUWD)WIMWG $YHQXH //&
6DNV &RPSD@EROQHFWLYH@M®XRBE NVD\ORUV/R&G  7D\ORWO
'"HIHQGDQWY DUH FROOMFWHQYGDOQWNHIHUUHG WR DV

, 1$785( 2) 7+( $&7.,21

30DLYWULQJ WKLV FODVV HDF QG RRQWIHDLUDWWH [ FAUE LV H

UHDVRQDEQHEGDQIE MD LINOHEV WRPHUVY SHUVRQP®X ELIODDF LL
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FUHGLW DQQGHFREMN XGUGJ FDUGKROGHU QDPH DRPGJ GQQYXREIDX
YHULILFDWLRQ FRGH :RULBDWH ,QIRUPDWLRQ’

2Q ODUFK D FULPLQD O *-RIQIGUE RWKXNQE R & Q WKW
UHOHDVHR IR W KHD GRIVNWARLEHQ FUHGLW DIQ@ PG HEADF KD LIRG RHHF B
PLOOLR Q WMARIH®Y FAEHUVHFXULW\ ILUP GHPAGIU BIGYHGRUWKDW WKH
PLVDSSURS EIDHDHRE LQYRDYLQJ 6B BN YLAWHKD G ORHG UWD DR U
VWRBBHH XULW\ RAQHIF QG RS H U D WGEDG LE)S MUKIRGED@BRWODHV H U
WKDQ\ D Q G IDRKH

2Q $SULO 'HIHQGDQ®RXQF MEKMHVKBB/PH DZDUH RI D GDWE
LVVXH LQYROYLQJ EFXVWRPHU SD\PHQW FDUG GDWD °

2Q $SULO 'HIHQGDQWRXQFHG 6\WKDXWLW KOmBG\MB EG H
PRQWKY JRLQJ EDHFMOWR DURXDGG WKDW WKH KDENHUME®G SOD
/RUG 7PWOHRMDVOVHPVYV LQ RUGHU & KHRDDIMWN | VX D YR RODVV PH
XVHG WKHLU FUHGLWMIBDQGD®WEWWVFDUGY DW

2Q LQIRUPDWLRQ DQG/EHDEHE ODODL GRMEYBNH 1 ARV PDW LR
VWROKQ FNHURUGHU WR EH VROG RQ WKH GDUN ZHE

'"HI1H Q GIDVHFEX U LW\ 1D L O X UKDVF NMIEYEDODRQWKMG & OD VYV
PHPEHU3MJ LY DQVRIUPDWKR QIDLO X BI0W LEMUDE ODVYV PHPEHUVY ILQDQF
LQIR U P DIMQUEQQV W D)W VWH URRHG/LD®G RQIRLRQAULBIE GLWLRQINOO\ FD
DQG H[SHQVHW IVRG 3&O0DYW IPHPEFIDWHG ZLWK WLPH VSHQW
SURGXFWLYLW\ IURP WDNLQJ WLPH WR DGGUHVV DQG DWWHF

DFWXDO DQG IXWXUH FRQVHTXHQFHVY RDW K5 SAHFSAWLLIMWN H % U

IUDXGXOHQW FKDUJHV FDQFEROERDVDQG ©BUIEGE WGEBYWDNRCM K
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SURWHFWLRQ VHUYLFHV LPSRVWIPKOERRE | FRIAVBKGRPDYBG D BDGF
LQLWLDWLQJ DQG PRQDWR UW RHQKKADENM GG IHYQR\DQFH RI GH
LVVXHV UHVXOWLQJ IURP 7KHKID FOHECWR QW L QoHOWKM 3ULYD W H
,QIRUPBWLR® F\EHU FULPLQDOV ZLOO EWQWRQWER WS BR\LWQG QX H.
30DLQDQBODVYV PNPPHWRYVV WKH 8QLWHG 6WDWHV

7KH 6HFXULW\ %UHDFK ZDV FDMNQBBQURQL WHRKIERHG E
REOLJIDWLRQV WR DELGH E\ EHVW SUDFWLFHV D @® \IPGGHXNV W U\
V\V W HHPNH Q G MQOHG WR FRPSO\ DLOVEKDWHIX UD W & FMYO\RRZBHEU Y D W H
,QIRUPDWERBH FRPSURPLVHG E\ FXWWLQJ FRUQHUV RQ VHFXUL\
RU PLWLIJDWHG WKH 6HFEXULW\ %UHDFK WKDW RFFXUUHG

$FFRUGBQDOQWRD EHKDKHPRBQBHRAMREHUYV RI WKH &O|
DV VAHODWPW LRODW LR QV RI VWD@HI AR B QRMHK RWDRQWENQFH
LPSOLHG MERGWXOWXW W THQORMEEWRDIBW VHHN LQMXBPRQH WD UV H C
GDPDJHV VWDWXWRU\ UG D PDDMWKRQGHD O RWKHW\ RU E\ ODZ

. -85,6',&7,21 $1' 9(18(

7KH&RXUW KDV MRUHYGIGMEQNIPN XQBHUS& G

38$)$" EHFDXVH D WKHUH DWHPEHBW PRUBGH®OBNRQH &ODVV |

FLWLJHQ RI D VWDWH'MKDW QW GIIHYGNUR/ES |URPG F WKH PDWW

HIFHHGYV H[FOXVLYH RI LQWHUHVW DQG FRVWYV
7KH&RXUW KDV SHUYVR QD OHMXQ G\DGLF VR RBRYSED SODFH

RI EXVLEHRADWMEKARQEGXFW VXEVWDIDLQWNRID/ ELXMWLQEHRW
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9HQXH LV SURSHU LRQWKIEB BL\8WULFW EHFDXVH 'MIHQGDQ
PDLQWDLQ WHKHEODSHLAFLESXVLQHVYV D®GYKHW HIRWHLRVHWWG HF WQ W
SXUVXDQW &VR 1 F
.., 3$57,(6

30DLQWLIIV

30DLQWLII %HUQDGHWWH %HHNPDQ LV D 3DDVQBHQW F
%HHNPDQ XVHG D FUHGLW PBWUDB AMRBRAGR LRHW B FWRVHWQ 1HZ
DQG KDGWHNDWH ,QH{SRUWEGRMV D UHVXOW RHTRD@®H WH\ORUWL\
30DLQWLII %HHNPDQ KDV SDLG IRU /LIH/REN WKHIW PRQLWRU
GHFLGHV ZKHWKHU WR UHQHZ ODUFK Rl HDFK \HDU 6KH SI
ODUFK IROORZLQJ WKH 6HFXG LWR %HEDEKKHKHALIGHEEN FR
ZDV FRQFHUQHG DERXW KHU LQIRUPDWLRQ KDYLQJ EHHQ H[S
PRQWK ZKLFK LQFOXGHV PRQLWRULQJ IRU VXVSLFLRXV RU IUDXG )
DFFRXQWYV 6KH KDV FRQWLQXHG SD\LQJ WKH ERRNNHHSHU D
DERXW KHU LQIRUPDWLRQ KDYLQJ EHHQ HJSRBVWIGY X CRRPHR LDMKHO 6
%UHDFK VKH VSHQW WLPH LQVSHFWLQJ KHU BQBIVWDEFKE QIV
WKH EUHDFK RQ WKH ,QWHUQHW 6RBSKRYLPDWIHOH&ZRJ RRXWKH G
WKH YDOXH RI KHU 3U B3O WQRURDWNPQ Q ZRXOG QRW KDYH VI
KDG 'HIHQGDQWY WROG KH W QN B\ TV RM\H | FIRPH& WWHR) PD\WQWHD V
SUDFWLFHV W R WIDYIB\WHD UGLRKP B/WHL IRVQ

30DLQWLII 'HEELH &DUWKDQ LV D UHVLGHQW RI 1HZ
IURP DIIGIFNMAAG /RUG 7D\ORU VWR BH ¥ RPSUWNKGRIQNSHHEDAAG. R G

DQG RU FUHGLWOBDKYBWH ,QIRUPRWHREBRQD V6D §¥WVIID® RD\ORUTYV
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LQDGHTXDW B ODH G YL SEMHATKBIQ W O \F bl HSSHDWAH QAKHLEK UHTXLUHG
WR IUHH]H RU FDQFH® LRQHY RGXPRDRERRXIQWR QLWRU ,&KHU DFF
SDUWLFXODU VKH ZDV IRUFHG WR FDOO 7' EDQN DQG FKDQJt
EHFDXVH RI IUDXGXOHQW DWWHPSWYV GWRHXWHKFAHD\VFDKBHWR F
'XQNLQ 'RQXWV IRRG DW 3RSH\HTV &KLROHQW PRJIDM VIWD \§ MR
/IRQJ ,VODQG DIGLWLRQ 30DLQWLII &DUWKDQ KDV FRQWLQXH
SHUVRQDO LQIRU PDBMLARQ MV FHBIHAMHR KVKH TUDXGXOHQW DWWHPSW
DFFRO@BVIUDXGXOHQW HPDLO DWWHPSW V3ODR QREW EKHYU MHKD QB
VSHQW QXPHURMW HRXEKLQJ LVVXHV UHJDUGLQJ WKH GDWD
GIBXVVLQJ ZLWK FXVWRPHU VHUYLFH WKH GDWD EUHDFK DQG
DQG GLVFXVVLQJ ZLWK UHSUHVHQWDWLYHV WKH GDWD EUHDF
DQG FUHGLW FDUG FRPSDQLHV UHJDQVG LDRWWRRQE MRBWEUH D F
DFFRXQWV WR VDIHJXDUG DJDLQVW IUDXG DQG WKHEWHDQG D¢
KDV VXIIHUHG IURP WKH GHSULYDWLRQ R3OMDKBWID DX%HD RW KHIQ
QRW KDYH \SORMS RRJ ®W KD\G R H | FVQWGRDOBN KW KHVW.RE® WR PDLQWD
DGHTXDWH FRPSXWHU V\VWHPV DQG G D SADL YHW XU LANRRBADIMFIVRLC
WKHIW

30DLQWLII -RKQ &RQD LV D HHHPDGHQWH RH UIIHY S RWRKF
DIIHFBMOMNEY DQG /RUMWRWNORLUQ 1HZ <RUN GXULQJRWWHHUHOH
FRPSURPD\}G SXUFKDVHG PHUFKDQGLVH XDDGJ KDGIEKLEIDW R U
,QIRUPDWLRRVHG DV D YBIYROE 7RNGPWINV LQD G H TIADWGIW VIH FRXRUID
VXEVHTXHQWO\ H[SHULHQFHG FUHGLW IUDXG ZKLFK UHTXLUH

LQGLYLG XD O "XH MRX @WK ITUDXGXOH QW DMMDNFHFFRSYOWV R & REEPIMVK@WNN | R
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VS HQW RYXPHKBWXUAM DUFKLQJ LVVXHV UHJDUGLQJ WKH GDWD EUH
FDUG FRPSDQLHV WR IUHH]HPRQOGNRD DG H KLYF B RKRXNOW\D QR VL
IUDXG DQG WKHIW DQG DGGUHVVLQJ IODDONK | 1 UKRPQIY IR GBMLFQOU-
QXPHURXV KRXUV PRQLWRULQJ KLV DFFRXQWV WR VDIHJXDUG DJD
IURP WKH 6HFXUHHVKD% WHOIFKIHG IURP WKH GHSULYDWLRQ RI W
,QIRUPDWLRQ 30DLQWLQRYRGCD XRKD/NRRIS ARHGS DVRDBORUHQ G D QW
WROG KLWKMBDWHG WR PDLQWDLQ DGHTXDWH FRPSXWHU V\VW
VDIHIJXDUG KLV 3ULYDWH ,QIRUPDWLRQ IURP WKHIW

30DLQWLIHDE®M®A LV D UHVLGHQW6RH3¥RRSSH® @W DQ D
6DNV )LIWK BWHRMKFHHUDO WLPHV GXULQJ WKH UHOHYDQW WLPH
GHELWDEO6 UK® G UWIYDWH ,QHHSRPVWERDV BDWRLQPGWMTRDWH VHFX
30DLQADUI WAXEVHTXHGWONM GHSIG IUDXGXOHQW DFWLYLW\ RQ KHI
HOHYHQ HPDLOV IURP RUGHUV#VDNV FRP UHJDUGLQJ RUGHUYV
KHU WR VSHQG QXPHURXV KRXUV LQYHVWLJDWLQJ WKHVH RUGHUV
WHVH IUDXG X BKOWKIRWBBVYR VXIIHUHG IURP WKH GHSULYDWLI
,QIRUPDWARI).QWILWARXOG QRW KDYH VKRSSHGWRWG6 BMKH WIXG WH
IDLOHG WR PDLQWDLQ DGHTXDWH FREBRKWHRH W \VRHPYI HIQYG U
,QIRUPDWLRQ IURP WKHIW

30DLQWLII -XOLD $ +DUULV IDQB VKREGHGW WI/RRGQ}
LQ &RQQHFWLFXWDROKOGHMNYBWN ,QHHSRYWGRIV D UHVXOW R
7D\ORUYTV LQDGH BODWWDMWHEXUQWDUQHG RI WKH GDWD EUHDFI
DERXW HDUO\ $SULO 8SRQ OHDUQLQJ RI WKLV EUHDFF

FLUFXPVWDQFHV RI WWHQBEUDB BHKVER QBROQGXYHVWLIDWLRQ RQ Wi
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H[SHQGHG WLPH DQG HQHUJ\ LQYHVWLJIJDWLQJ WKH EUHDFK ¢
VXEVHTXHQWO\ GHWHUPLQHG WR FRQWDFW DQ DWWRUQH\ D
DWWRUQHDLOQGBQW WLPH DQG HQHUJ\ LQ VSHDNLQJ ZLWK FRXQ\
FUHGLW FDUG WKDW ZDV XVHG DW /RUG 7D\ORU DQG LV WKF
H[SHQG WLPH DQG HQHUJ\ WR PRQLWRU KH®Q FX\WKRWLFD® D BW
6KH KDV VXIIHUHG IURP WKH GHSULYDWLRQ RO DNIQHV IYID OXHU [R|
ZRXOG QRW KDYRUWKR I SHER U W/I FQ\GROOEBN KW KHW.RB® WR PDLQWD
DGHTXDWH FRPSXWHU V\VWHPV DQG G D SADL YHIW XU LONRRBADIMFIVRLC
WKHIW

30DLQAMDMVMVRQGUD -RVHSK LV D UHVLGHQWHRIHUBD <R
GLIIHUHQW DIIHFWHG 6DNY )IHW KRN @Q5G VRRE HVADRORUNY |
1HZ <RUN SW ILRHF MQRAG RIDIROL IRAXHY D MU MRLPHD QG SXUFKDVHG Pl
XVLQJ WZR G LIFHDWHBQRGV KD GHHDW H , QHREIRDMGE R D YBIQEOW R
JRUG 7D\ORUTV LQD G,HT % DWW KRDHIENW MWW D USSK DIWHY XDBD NE \
DOUHDG\ EHHQ XVHG E\ FULPLQD O¥OM RRAHEK |V B N GWOPMPW U RE
KRXUV PR QIMNRAARXQKY WR VDIHIJXDUG DJDLQVW IUDXG DQG WI
BHEXULW\ ®6QF@MFKLQJ FKDOOHQJLQJ WKH %DQNYTV RULJLQDO G
DSSUR[LPDWH O\ 6KN I/ VRO \KDVHWKYW FRQG FDUG KDV QRW \HW E
DQ\ IUDXGXOHQW FKDUJHV WR KHU NQRZDGGUWWR@BODKIG PHKNRW WF
GLOLJHQWO\ UHYLHZ KHU VWDWHPHQWY WR GHWHUPLQH ZKHWHK
KDV DOVR VXIIHUHG IURP WKH GHSULYDWLR Q3 @D L\@KH. | ¥ D-®RX/HH ¢

ZRXOG QRW KD YD NKRISS HREU GKD G D HI RFQIGRDOEMV MY KHDLOHG WR
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PDLQWDLQ DGHTXDWH FRPSXWHU V\VWHPV DQ®8 WGLOW D WH F >
,QIRUPDWLRQ IURP WKHIW

30DLQWLII ODUJR .\OHKVI@HEKWMLIFQD DQG PDGH VHYHUL
IURP DQ DIIHEFWHG 6DNV 2)) 7+ VWBHHLE®UXQLUQ V¥ RHNRE DHHCY DN
KDG BHUYDWH ,QIRIJSRWHRQ DV B DWNVED®/H RX D VEBD VRVEXU L\WLIKW
VXEVHTXHQWO\ N[5 HDKHRK HGITIWDUHG KHU WR IUHH]JH DQG RU
LQGLYLGXDO XOHFPRRQWIKH IUDXGXOHQW DWW HPIODVQW Ul D.FWIRWY
DOVR KDV VSHQW QXPHURXV KRXUV PRQLWRULQJ KHU DEFGERXQWV
DGGUHVVLQJ LVVXHV [URP S/BKIR [P DXH @K HKIRB DM VR VXIITHUH
WKH GHSULYDWLRQ RIUWKBI\WHD QQHRITAERMILR Q. QLJIKW ZRXOG QRW K
DW 6DNV KD 8 WRIGI®) GBI RMLAD® WROQPMLOWDXDWH FRPSXWHU V\V\
VHEXULW\ SUDFWLF3HLY R H/ DOHRIREDEKRIQAU

30DLQWLII -DQH /HINRZLW] LV D UHVLGHQW RI )ORULC
JLIWK $YHQXH VWRUH RQ -DQXDU\ UG IRQGNKV\DGGHHINEOKWMD F
3ULYDWH ,QIRJUSRWHRQDV ®D NMYXGOMWT RDW H$V HF XIHMWXOW RI WKH
%UHDFK VKH VSHQW WLPH LQVSHFWEZBOKBY RKHH GLIW R DIURF R X
IRU IUDXGXOH®W DFIHMNO\ EDVLV ZKLFK WRRN EHWZHHQ ILYH |
DGGLWLRQ RQ RU DURXQG 6HSWHPEHU 30DLQWLII /HIN
UHSODFH WKH FDUG VKH KDG XVHG DW 6DNV [URMR SDUIBI UGDCH \
IURP WKH GHSULYDWLRQ RI WKH YBOXHQWILKHIHBNRYDWHZRXNA!
VKRSSHG DW 6D NVWKRDEG ' KMKPBEBAWS WR PDLQWDLQ DGHTXDWH

DQG GDWD VHFXULW\ SUDAHWDRAHY, QZVRRURRDWEKRMI/U G KHU
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30DLQMALOLH ADYYWMHOOD LV D UHVLGHQW RI 1HZ <RUN
VKH VKRSSHG BWNYQRTBNVMABMMB® DIIHFWHG /RUGLQ 7MDR B UWWR |
DQG SXUFKDVHG PHUF KD GG/ KD BURKD IV H5 HEHRSRAIMLCROY D UHV
RIGDNVT/PQG& 7D\ORUTV LQD GBIV T X DUMN XOME XULWKH 6HEXULW\ ¢
WLPH LQVSHFWUMIGKW FDUG VWDWHPHR@E® RRQLWR NG DHROMK HU
VXFK DV EDQN3OFFERMOBW F KWXCEWVB TXHQW O\ F H FSGHLLNTHIWDHKE
LGHQW LW X KWK | WH FXUMRH GU KH]H D P® R URHA D Q¥HGOIIRX QWY DQG
PRQLWHRD FKE R XGWVLGHQWLW\ WKHIW LQFOXGHG WKH EUHDFK R
QXPEHU DQG GDWH Rl ELUWK 1XPHURXV DFFRXQWV ZHUH IUDXGX
DXWKRUL]DWLRQ LQFOXGLQJ D 7FRoOIDMN DV FZRHMION DIVQBU H TG T WD
ZKLFK LQFOXGH .RKOYV DQG :LOOLDPV B6RQRPD 7KH IUDXG)
LQLWLDOO\ RQOLQH ZLWK 30DLQWLIITVY VRFLDO VHEXULW\ QXPE}
LQGLYLGXDO SK\VLFDOO\NZM@®RNPDNMRDDGH SGDVLW LQ WKDW DFFR
OLQNHG WR WKH IUDXGXOHQW $7 7 DFFRXQW WKDW ZDV RSHOQI
UHFHLYHG D 7' %DQN VWDWHPHQW WKDW ZDV LQ KHU QDPH |
$PD]JRQ DMFRZOV IUDXGXOHQWO\ FRPSURPLVHG DQG KHU ,QV\
DQRWKHU LQGLYLGXDO ZKR ORKNHBR KMKH RN XE X @HKGWD DR K
RQHKD FFR X QW V/HY CHDMEAVK KID\D [V § HIDA | LKFOQW PRI IMIRFALRIX QW YV W R
VDIHJDDDGQVW IUDXG DQG WKHIW DQG DGGUHRKVERILQUVYXGNGI
WKH ILOLQJ RI D SROLFH UHSRUW ZLWK WKH 6XIIRON,&RXQW\
DGGLWLRIEDVAKHOWD VSHQW VLIQLILFDQW KRXUV FRQWDFWLQ
RUGHU WR QRWLI\ WKHP RI KHU LGHQWLW\ WKHI\WD B BIGHDHIMX H

KDG QXPHURXV IUDXGXOHQW FKDUJHWKHNRDKNHDONBRHGXWHDRG
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GHSULYDWLRQ RI WKH YDOXH RI KHU 3UBGDDANKH @ORUEPZRWOR QQ R0
VKRSSBEDBNNWR U /RUGD & DMOR/Q\GROIBN KW KHWIODME WR PDLQWDLQ
FRPSXWHU V\VWHPV DQG GDWD VHFXWHW)\QRWPBWLREVILVRR WEH
30DLQWLII .HOO\ OF*XUQ LV UHVLGHR® IR FWHGU BIDN V
JLIWK $YWQRHDKE DQ DIIHFWHGVYRRUGBKZODGRIWSKLD 3HQQV\OYDQ!
UHOHSBQWRGFRPSURPGVHDF®DWGPHALWK D DEXHGE KW GFERRND W H
,QIRUPDW[8RVHG DV D UHVXRWG RI| EDRRY IVQE&Q D GIODQWH IV H
OF*XUQ VXEVHTXHQW®GU HEMUGH QKHEK UHTXLUHG KHU WR IUHH]F
RI KHU LQG LYQWXIEOR WD PROXWRU KW D DFFRXQWVRI WKH 6HFXULV
DOVR SXUFKDVHG LGHQWLW\ WKHIW BRRGEWRNGLW PR QLSMRIU L C
PRQWKXH WR WKH IUDXGXOHQW DWWH PS\80D RQWRFIWKB MY SR QVKH U
QXPHURXVUKRXDWFKLQJ LVVXHV UHJDUGLQJ WKH GDWD EUHDF!
FRPSDQLHV DERXW WKH GDWD ERRI@LMKR DIQE) IKIDX®¥GR RO \D FA
DJDLQVW IUDXG @@GD BE&HKW VLQJIH LY MEMNY L\W\RBDMWIAKI O0F*XUQ
FRQWLQXHV WR VSHQG QXPHURXV KRXUV PRQLWRULQJ KHU DEFR)
DQG DGGUHVVLQJ LVVXHV IBRA WKW BOVRWMXN\HBWHEDFKRP WKH
YDOXH Rl KHU BRRWRREDLQWRLKIUQFZRXOG QRW KDBYHN VKRS SIRE® ® W
7D\ORD G 'H | F/QNGROOBN K\M KHOVMKIDHVE WR PDLQWDLQ DGHTXDWH FRP!
VHEXULW\ SUDFWLFHMY R/ B/ DQHIREDNIEKRIQH U
30DLOMQQLY OHGXIHYLGHQW R+HWKR SSBI@ I IBBWWHG /RUG
7D\ORU MQNVRWH RUN.QJ WKH SHULRG RI FRPSURPLVH DQG SX
KLV $PHULFDQ ([SUHVV FUHGLW FDUG DQGD¥DIG KKLWX QWL YR WRIL

7D\@QRV LQDGHTXDWHKDVHFXIULHWNG IURP WKH GHSWBYDLWDRVH R
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,QIRUPDWORQQWQQLY OH®RXMOG QRW KDYH VKRSSHG DW MUG 7I
WROBWKWWHD LOHG WR PDLQWDLQ DGHTXDWH FRRRSKWSIWD FYWIVE
VDIHJIXDAE. YO WH , QURRPP DVWHLIRVQ

30DLQWRWJILQD QMAHMLGHQW Rl 1HZ <RUN 6KH VKRSS
/JRUG 7D\ORQ VAVRGMUN.QJ WKH SHULRG RI FRPSURPLVH DQG
XVLOD $PHUUSD HDVD®RG D ED QNDRGEKXHEUEKHMNGH ,QIRUPRWHBQD V
D UHVXOW RI /RUG 7D\OR U %D § D/GHITXUDMVBH | WRIFE XUKM/\GHS ULYD
Rl KHU 3ULYDWH 3@UDRQWRWIRID @HRCGOOZ QRW KDYH VKRSSHG DW
KDG 'H | /OWGROOBNVKMKHWIOHE WR PDLQWDLQ DGHTXDWH FRPSXWH
SUDFWLFHWD W KHMBIWH |, QILURRPP D/WHLIRVQ

30DLQWLII *UHWDV DRN@WVYQRLY 6KH VKRSSHG DW D
$YHQXHDNV 2))DDG /RUG VIWDRIORWYOGQRIMNQI WKH SHULRG RI FRP!
ZLWK ERWK GHELWYDXHG FENHRRIDVKD BUKGADWH |, QIRIYSBWHREQDYV D
UHVXGWNM T/ PWDE&G 7D\ORUTV LQD GOIXDMANXENFXX¥HWYWO\ H[SHULH
IJUDXRR KHU FUHRKLAK BHBIUTRLEBGFKHUKMR) GHELW FDUGUHSRHIBLW F
ZLWK WKH +RPHZRRG ,00LQRLV 3ROLFH 'HSDUWPHQW RQ 'HFH
DEWLYLW\ RQ KHU FUHGLW FDUG DQG ILOH D UHSRUW ZLWK WK
WKHIW DQG IUDXGXOHQW FEDUDHY XOWKRU \IKFRBOWX ULV G% 0 H )
DFWLYVWASHQW QXPHURMVHIORMUILQJ LVVXHV UHILQVSHBW LYK HH
FUHGLWQBD BMINVH FDQWMOLQJ KHU DFFRXQWYV ILOLQJ D SROL
WKH )7&HO®& BV PRQLWRUIRW IKBIXGRGHFAWQAWLYLW\ 30DLQWLI
VSHQG QXPHURXV KRXUV PRQLWRULQJ KHU DFFRXQWV WR VDIHJXD

LVVXHV IURP WKH GHHXKDW\ DW@VRDWVXIIHUHRD IKIRWKW KHD GXHHS RL Y
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3ULYDWH ,QIRUPDMQWRDII ORVV ZRXOG QRVRWKDRUGYVKRBSHEU DW
'HIHQE® WRWG KWHKHIIKDMG WR PDLQWDLQ DGHTXDWH FRPSXWH!
SUDFWLFHV W R WIDYIB WD UGLRKPP B/WHL IRVQ

30DLQWLII /DUU\ 3D\QH LV D UHVLGHQW RI .HQWXFN\
7D\ORU VWRUH GXULQJ WKH SHULRGHRSILWRNYUEBL\EN &DEE WSDX
DQG /RUG DADGORIBULYDWHWORRERVHG DV D UHVXOW RI /RU
LQDGHTXDWH3®@BEQWLW\ 3D\QH VXEVHTXHQWO\ H[SHULMMRFHG F
VSHQG QXPHURXR IKRMUW DQG RU FD QEMQGRYQHS XD PRAFAR XQW YV
PRQLWRU KLV, D VFRXQWMJIDUG 30DLQWLII 3D\QH QRWLFHG D QXPE
RQ KLV &DSLWDO 2QH ELOOLQJ VWDWHPHQW IURP /RUG 7D\O
ORFDWLRQV ZKLFK KH QHYHU SXUFKDVHG IURP RU YLVLWHG ¢
VHUYLFH DQG VSRNH ZLWK D UHSUHVHQWDWLYH ZKR SXOOHG
ZHUH RQOLQH FUHGLW FDUG SXUFKDVHV 30DLQWLII 3D\QH FI
WLPH ORRNLQJ LQWR WKH FRDWRYHD QG WREILWPRG XWWN ZHUH S
KLV ZLIH $V D UHVXOW KH QRWLILHG &DSLWDIEDDBHHYERWR V
WKH DFFRXQW DQG KDG D QHZ FUHGLW FDUG LVVXHG ,Q $S
FRQWLBKHBSRNH WR D FXVWRPHU VHUYH UHSUHVHQWDWLYH R
DFWLYLW\ DQG WKH UHSUHVHQWDWLYH FRQILUFRH®GIRIUNKRD \
30DL@WLQHHFHRYHG IUDXGXOHQW HPDLOV VHRNUWDRREGHRY RQD & LUOLR
UHJDUGLQJ FUHGLW DQG ORDQ DSSOLFDWLRQV ZKLFK UHTXLUHG ¥
HDFK HPDLO DQG XQVXEVFULEH WR GMXFHFWKB LA XEENOW B Q HI
WKH IUDXGXOHQW DRQVKLRS W W FERMIIMAWIL BIDVQH KDV VSHQW KDV V

KRXUV UHVHDUFKLQJ LVVXHV UHJDUGLQJ WKH GDWD EUHDEFK
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UHJDUGLQJ WKH GDWD EUHDRKY IDHZE QU DW & R B DAG \D FRMANY R VIO \
DQG ORDQ DBBQLWRWLRQVKLY DFFRXQWY WR VDIHIJXDUG DJDLC
LVVXHV IURP WKH GBBX@DUMYHYFROMRIQIGHQG QXPHURXV KRXUV P
KLV DFFRXQWV WR VDIHJXDUG DJDLQVW IUDXG DQG WKHIW DC
+H KDV DOVR VXIIHUHG IURP WKH GHSULYDWLRQ RI WKH YDOX
ZRXOG QRW D DM VRBS SH7D\OR W/ VKRGG ' KILWRENIOMG WR PDLQWD
DGHTXDWH FRPSXWHU V\VWHPV DQG GDWD VHEXULW\ SUDFWL
WKHIW

30DLQWLII $OH[DQGULD 5XGROSK LV D UHVLGHQW RI
30DLQWLII 5XGROSK XVHG KHU 9LVD GHELW FD UG WWRR S KUBFWD \

1 /D &LHQHJD %RXOIDY BUGOVD Q@G NDBUAND WH , QHREPDME R Q

DV D UHVXIOMPODRAHTXDWHR QYBIBXULW\ DQ#M RI $PHULFD QRWLILH
VXVSHFWHG IUDXGXOHQW DFWLYLW\ RQ WKH 9LVD GHELW FEDL
WKH @PDNV+HWDLO ORFDWLRQ $V D UHVXOW %DQN RI $PHUL
DVVRELDWHG ZLWK WKH SD\PHQW FDUWG ZDV FRPSURPLVHG Gt
KDYLQJ SK\WLFDO SRVVHVVLRQ Rl WKH FDQIERQEKHLUO DF RRPGIW
30DLQWLII 5XGROSK VSHQW DSSUR[LPDWHO\ PLQXWHV FR(
DWWHPSWLQJ WR UHVROYH BXGRQB\WKXGIH G %bH BBIXVEHEQ WL GW U 3
VKIBURYH DSSURPLPHWH@KLFK WRRN KHU DERXW RQH DQG D |
$PHULFD EUDQFK LQ SHUVRQ WR JHW DFDWEK EQ WKH ,Q UPRRIQIDV
WR JHW WR WKH EDQN 6SHFLILFDOO\ 30 DRQORIQI DEKXGARLMEK
GULYLQJ WR XIKKH EEDRRWW KHU DSSUR[LPDWHO\ $W WKH EC

PLOXWHV GLVFXVVLQHHYKH.DWKRRPBWDW QNHU DQG UHTXHVWLQJ DQ
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30DLQWLII 5XGROSK DOVR VSHQW DSSUR[LPDWHO\ RQH KRXU ORRI
DEFRXQW IUHH]H )XUWKHKH KDYFH[9MWQGHG DSSUR[LPDWH O\
XSGDWLQJ KHU SD\PHQW FDUHG LQIRUPDWLRQ ZLWK YDULRXV
5XGROSK KDV VSHQW VHYHUDO KRXUV UHYLHZLQJ PRQWKO\ ILQD
VXVSLFLRXV FKDUJHV 30DLQWLII RXQG PRQMHKIKHGVISW QR W KE W F
EUHDFK KD®¥KIBOVR VXIIHUHG IURP WKH GHBWLWDWH R,Q IR PO WH
30DLQAXIGIR@RKOG QRW KD Y&D NAORSS SHH B/QIBRE®Y KYYWHILOHG WR
PDLQWDLQ DGHTXDWH FRPSXWHU V\VWHPV DQ®8WGLLW D WH F
,QIRUPDWLRQ IURP WKHIW

30DLQWLII -HDQQ@H \GLIBAHNEMZZ <IRUD ,Q ODUFK VKH
FUHGLW FDUG WRGRXDNGU DVENHEKER@H QWD ISHFWHG 6DNV )LIWK $
1HZ <RUN &LW\ DQG KDG KHU 3ULYDWH ,QIRUPDWLRQ H[SRVH!
$V D UHVXOW RI WKNKEBIGRHGWKHAWUU ADA K LWS FDWG DFRISD[Q P V)i
PLOXVRHOKW WHOHSKRQLF GLVFXVVLQJ WKH VHFXD UMVROWKHRU \3|
6HEXULW\ %KD FRHNGWWR WHQ PLQXWHV HYHU\ PRQWK VLQFH
UHYLHEH@J FUHGLW FDUG VWDWHPHEXMYKEWED MXDIKGNGH QWP D
GHSULYDWLRQ RI WKH YDOXH R3CKHLD BULY DADH NQIR P PDRWARG) Q R W
6DNV KDG "WWRGED GWKHWIKIHG WR PDLQWDLQ DGHTXDWH FRPS
VHFEXULW\ SUDF W LF 8iVL YWRRWIEP CHA RIBQVEK HKIM/U

30DLQWLII +RSH 7DIHW LV D UHVLGHQW RI 1HZ -HUVH
1HZ -HUVH\ GXIH QB WDKHW DVQEHS BH® IZR&' K D FUHGDWGFRIG KV X
3ULYDWH ,QHRSRD MG RI)V BDWHYRGW T RDW H3 OTHFMVILMW\ 7D IHWV S

SSURILOH"® ZDV LQFOXGHG LQ WKH LQIRUPDWLRQ KHOG E\ 6DNV ZKI
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FUHGLW FDUGV XVHG IRU 6DNV SXUFKDVHV LQFOXGLQJ KHU
ZKLFK VKH KRG RWHKEHU R PRDWKR QY VR SULRU WR WKH DQQRXQFH
%UHDFK 3ODWLOMHUYH® IBWUDXGXOHQW FKDUJH RQ KHU $PHULF
LQ \NDWOWKRXJK WKH I1UDXGXOH@WR KD U PHWEXIRASHHH NG
SURFH¥W D UHVXOW Rl WKH 6HFXULW\ %UHDFK VKH VSHQW W
IRU IUDXGXOHQW KIFW DQWR VEKHUHG IURP WKH GHSULYDWLRQ
,QIRUPDWABRILQW LIl 7DIHW ZRXOG QRW KDYH WKRFEG® G\RKMWSKDNY
IDLOHG WR PDLQWDLQ DGHTXDWH FRPSXWHU V\VWHPMY DOG Gl
,QIRUPDWRPQWKH IW

30DLQWLII (ULNDUIMHDWURPOMZ <RUN ,Q 0D\ RID FGLWKH XVF
FDUG WR UHWXUQ D SXUFKDVH WR DQ DIIHFWHG 6DNV )LIWK
3ULYDWH ,QHRSYRDPMGERI) D UHVXOW RI 63B0D{QMIDIG HOIXIXR HKDWHS
IRU /LIH/RFN WKHIW PRQLWRULQJ VHEKHFBWFHBHY\ AKBDW KWILQ
-DQXDU\ RI HDFK \HDU 6KH SD\V DQQXDOO\ HDFK IRU
IRU KHU WZR FKLOGUHQ ,Q -DQXDU\ IROORZLQJ WKH 6HI
/LIH/IREN FRYHUDJH [PHUDKKG ZEPRXMR XHU LQIRUPDWLRQ KDYL
,PPHGLDWHO\ DIWHU OHDUQLQJ RI WKH 6HEXULW\ %UHDFK VK
DWHPSREDRIEN RQ KHU FUHGLW FDUG DQG VHW VSHQGLQJ OL
/LIH/REN XYWR MEDPW WKHUH KDG EHHG\QR IWHXEEYH QW WIKFHV B ALK\
VKDV VGYRW KHMPMIVISHFWLQJ KHU FUHGLW FDUG VWDWHPFH
DSSUR[LPDWHO\ RQH KRXU SHU PR@WHKRYD-UB BROMNPYXSNQW R
WLPH LPPHGLDWHO\ DIWHU WKH DQQRXQFHPHQW RI WKH 6HFXULW\

WKH ILUVW ZHHN Rl $SDQG WU\LDOA VW BXERRKIMKIN VOBIFE U LW\ % UHD
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DIIHEFW KHU SULYDFOXGEI® F WKERXKIK WHOHYLVLRQ QHZVSDSHU\
WR FKHFN KHU 6KHH&DW DORRHVXIIHUHG IURP WKH 33HYWDLW BIW L
,QIRUPDWIBRO®LQWLII 7DUJXP ZRXOG QRW KDYH R OSHVEWVEDNY
IDLOHG WR PDLQWDLQ DGHTXDWH FRPSXWHU V\VWHPMY DOG Gl
,QIRUPDWRPQWKH IW

30DLQWLII /DWXNVPDUIDLIQWYHQW RI &DOLIRUQLD  'XULQJ
VHDVRQ 3O0DLQWLII 9DMRAD RD GHVRUSX OREKDWH®G LQ §RQ )UDQF
WKLV SXUFKDVH VKH XVHG KHU PG WKDEMDIRHDWSU FVRUFRHERQY  F |
DV D UH\DAMYDRIHTXDWH, Y HB QM DW\ 30DLQWLII 9DLQV UHY!
([SUHVV VWDWHPHQW DQG LGHQWLILHG [UD & XD H BWXWF VRLW
BHFEFXULW\ %UHDFK DQG WKH [ ODXQUOEH Q\R DFMQE LWL P ObD.QF
$PHULFDQ ([SUHVV FDUG UHTXHVWLQJ D MWZR RIQHN HIB) & LRKC
$PHULFDQ ([SUHVV F DU G GGXW DRIBR ¥@WHUHG IURP WKH GHSUL
Rl KHU 3ULYDWH 3QIRQROMARIKO®/ QRW KDYH VKRSSHGWRO&DNV
KHU WKBMWL.OHG WR P D HQRRPSXWIGH TVADIWHPY DQG GDWD VHEXUL
KHIULYDWH , QI RIRTD WKRIQV

30DLQWLII ODUM® DHVH.GHQW RI 7H[DV DQG PDGH VHY
DIIHFWHGW®RIM/ DQ DIIHFWHG /RUGG 7HEDMORY WKHWHR UHOHYDQW WI
XVLQJ KLVFBDGGLWDBUKYDWH ,QHRSRDPMWGERI)V D UHVXOWG RI 6D N\
7D\ORUYV LQDGHT 30 W HIFX{DLGH V XE VH T X BKHQOE IHA] 5\W ULDIDG +
LVVXHG E\ %DQN RI $PHULFD ZDV XVHG IRU IUDXGXOHQW SXU
ZLWKRXW KLV FRQVHQW IURP DFFRXQWVY DW 7' %DQN

%%9% &RPSDVYV $V D UHVXOW RI WKH DeAH¥FXNULWW HEEKHATAK DR
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IUHH]H RU FDQFH ®LRQGILRILG RR OLEFRIPRXQWVFORVLQJ RXW KLV ED
7' %DQN %DQN RI $PHULFD DQG %%®$D &RPSTDWY R, IQWKGHG & WERL
DQG IUDXGXOH QRW IVFESMALQAMN \ DQG SXUFKDVHG LGHQWLW\ V
WKURXJK (TXLID[ 'XH WR WKH IUDXGXOHQW DWWHPSWV RU DFWLY
DWWHPSWV WR REWDLQ KLV 3ULYDWH ,QIRUPDWLRQH2BDURKLIQ J|
LVVXHVMDUGLQJ WKH GDWD EUHDFK FRQWDFWLQJ KLV EDQNV C
EUHDFK DQG IUDXBROQHNRVLQFWLYLWEFRXQWY WR VDIHIXDUG [
DGGUHVVLQJ LVVXHV IUR P Q® K$X 6 FHKDMLIQWH M6 HEWREM HWW LR Q D G
PRQLWRULQJ VO WKEWIOWIDQELII :DGH VSHQW QXPHURXV KRXUV
PLOHV IURP /DV 9HJDV 1HYDGD WR D 7' %DQN RIILFH LQ -DFNV
WR GLVFXVV WKH |ZDXG ROHXQWG \Z WG UWDHH]LQJ DQG FORVLQJ RI K
%DQN RIILFHU DQG LQFXUUHG FRVWV DQG H[SHQVHV IRU JDV
VSHQW QXPHURXV KRXUV VSHDNLQJ WR UHSUHVHQWDWLYHV IUR
UHSQWDMLYHV IURP %9$$ &RPSDVV EDQNV RQ WKH SKRQH DQG L
GULYH WR D EUDQF®DLQWDRYI 9 IDEHR ARSHOPCQRRKPHURXV KRXUV PRC
DFFRXQWYV WR VDIHJXDUG DJDLQVW IUDXG 6MEE U WH YUBIQG KD
D UHVXOW RI WKH 16 HKEXUYWNIH®WWE DIBRP KVKH GHSULYDWLRQ RI V
,QIRUPDWLRQ 30DLQWLII :DGH6DPRMOCGRQUBW KIDECHHYHAGS BV |
WROG KLWKMXKDOHG WR PDBLOWDMH FRPSXWHU V\WWHPV DQG GD
VDIHIJXDUG KLV 3ULYDWH ,QIRUPDWLRQ IURP WKHIW
30DLQWQIBV WKH RWKHUD&GIDY @VRHPEHUYVN RI LPPLQHQ
LQMXU\ DULVLQJ IURP WKH VXEVWDQWLD®®QWQRUHEYKHEWU LY R QR P

E\ WIBGULYDWH , Q RHLEDVWERFEQH OLIQD GRKAXWWN DB VROG RQ WKH |
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PDUNMWOXGLQJ EXW QRW OLPLWHG WR WKH H[WHQW WKDW 3
XVHG DW WHII F\Q/GRWQHAY

30DLQWLIIV KDYH D FRQWLQXLQJ LGWNOMRWPDLR®YLRQVXVL

SURWHFWHG DQG VD IHEINDIFXHE [URP IXWXUH
30DLQWLIIV DOVR VXIIHUHG DFWXDO LQMXU\ LQ WKH IRU
WKH YDOXH RIYWRMPPWOLRIQUP Rl LQWDQJLEOH SURSHUW\ WKDW
'HIHQGD®WVIRUP RI SD\PHQW IRU PHUFKDQGLVH DQG WKDW ZC
W KeHH F X BIUWMADIFEF OXGLQJ EXW QRW OLPLWHG WR WKH HWHHRW VRKI
GHELW FDUGV XVHG DW 'HIHQGDQWVY VWRUHYV
7KH LQMXULHV VXIIHUHG E\ 30DLQWLIIV RQGKHODVYV
6HFEXULW\ % U HRODAK RUQ PEXGHRI WKH IROORZLQJ
D XQDXWKRUL]JHG XVH RI WKHLU 3,
E WKHIW Rl WKHLU SHUQRRDRDWQBQLQDQFLDO L
F FRVWV DVVRFLDWHG ZLWK WKH GHWHFWLRQ DQG SUH:
XVH Rl WKHLU ILQDQFLDO DFFRXQWYV
G GDPDJHV DULVLQJ IURP WKH LQDELOLW\ WR XVH WKHI
H ORVV RI XVH RI DQG DFFHVV WRDWKRIFWDMAHF® X W K XI
WR REWDLQ PRQH\ IURP WKHLU DFFRXQWV RU EHLQJ OLPI
ZHUH SHUPLWWHG WR REWDLQ IURP WKHLU DFFRXQW
DQG ORDQV ODWH FKDUJHV DQG IHHVWLRBGX®IGYH UV
GHFUHDVHG FUHGLW VFRUHV DQG DGYHUVH FUHGLW ¢
| FRVWV DVVRFLDWHG ZLWK WLPH VSHQW DQG WKH OF

RQHYV OLIH I[URP WDNLQJ WLPH WR DGGUHVV DQ DWYV
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ZLWK WKH DFWXD G RO@RCH TOVHEHFDMMRADWIK HLQFOXG LQJ ILQ
IUDXGXOHQW FKDUJHV SXUFKDVLQJ FUHGLW PRQLW
VHUYULEHWLDWLQJ DQG PRQLWR® L\QKHFUWGHW VIUBMKILM
DQQR\DQFH RI GHDOLQJ ZLWK D O®H EKWSBI%\DUFHKY XOWLQJ 1L

J WKH LPPLQHQW DQG LPSHQGLQJ LQMXU\ IORZLQJ IURP SR
SRVHG E\ WKHLU 3, EHLQJ SODFHG LQ WKH KDQGV RI
WKH VIDOHQRIIQ8DDVV PHPEMHIBRW PDWLRQ RQ WKH ,QWHUQ

K GDPDJHV GWR QG RQ@OXH RI WKHLUH3H 8 G WRAMMIKHGY W Q H
SXUSRVH RI SXUFKDVLQJ SURIBIXREGD (DG WHKH YARWY
30DLOWIQY &ODVV PHPEHUVY SULYDF\

'"HIHQGWD QW
'HIHQGH@EWY D &D QDG LDWKDRADBIRWIMM R B 6 KHDGTXDU

PDLQ EDVH RILROSHWDWRBRV 1 HZ%ERWNNVKH FRUSR UDWGOIGHMIHQV

6DNQFRUSRQBWHOEDQW /RUG 7D\ORU //&
'HIHQGADNWFR U S RV BMHIHFR U SIR UBWRBBUDWHY D QXPE

RIOX[XG\H S D UW P HQKW RXIIR RDW R DKRROOH ROWEG DOQAHY WKH 6DNV

J)LIWK $YHQXH DQG 6DNV 2yHOOLEDQGOBRWKLQJ IRRWZHDU MHZ

IUDJUDQFHV HOHFWURQLFYV 6 ENGGRQSRODMBHFHEGESOVMH Z20DHH R ¢

LV HZ <RUN 1HZ <RUN
'HIHQGEDQW )LIWK $YHQXH) BDMVDWKXVHWWY OLPLWHG Ol

ZLWK LWV SULQFLSDO SODFH RI EXVLQHVV LQ 1HZ <RUN 1H

$YHQXH //& LV 'HIHQGDQW 6DNV &RPSDQ\ //& D 'HODZDUH OL
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'HIHQGEDQW &RPSDQ@ 'H&DIZDUH OLPLWHG OLDELOLW\ FR
SUEQSDO SODFH RI EXVLQHVV LQ 1HZ <RUN 1HZ <RUN 7KH VI
LV 6DNV ,QFRUSRUDWHG D 7HQQHVVHH FRUSRUDWLRQ

'HIHQG/MRQWE 7D\ORU //&® LMODZDUH OLPLWHG ZRLBELOLW
RSHUDWHYV DXPX®HHED URVPH @I QIWRQWRW KLRO IRRWZHDU MHZHC
IUDJUDQFHV HOHFWURQLFV /MRHUGGGLQID\ORG KRXVHIDIUGRLS D
EXVLQHVV LV LQ 1HZ <RUN 1HZ <RUN 7KH VROH PHPEHU RI
+ROGLQJV //& DDLPIOVMH® WHDELOLW\ FRPSDQ\ ZLWK LWV SULQFLSD
<RUN 1HZ <RUN 7KH VROH PHPEHU RI /RUG 7D\ORU +ROGLQ
,QF D 'HODZDUH FRUSRUDWLRQ ZLWK LWV SULQFLSDO SODF}

, 9 )$&78%/ %$&.*5281"

7KH 6HEXULW\ %YUHDFK

2Q ODUFK D FULPLQDO V\QGLFDWH NQRZQ DV 3
ZRXOG EH UHOHDVLQJ IRU VDOH RQ WKH GDUNRFHD ¥WRIOH @ I
RYHU PLXADVWROHQ UHFRUGYV

“-RNHU6WDVK"~ LV D FULPLQDO V\QGLFDWH WUDGLQJ
6LQFH LWV LQFHSWLRQ LQ -RNHU6WDVK KDV DWWUDFWHG
VSHQW WHQV DQG KXQGUHGV RI WKRXV D QWL Y GROOUE HREQ

E\' VHFXULW\ UHVHDUFKHU %ULDQ .UHEV -RNHUG6WDVK RIIHL

% ULD Q CddddrERark Piles of Cash at Joker’s Stash . UHEVRQ6 BBDXULW\
KWWSV NUHEVRQVHF XU BSWD $HEGRY D \DKM F &MIWADADKYVW YLVLWHG
$XJ
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SURJUDPV EX\MTXHQWFRXEMWN PRQUDQWHHY DQG MXVW SODL
VHUYLFH ~

7KH FAEHUVHEXULW\ ILUP *HRHQLP $GM GV RUKEIRR BNGMD FD U G
DGYHUWLVHG IRU VAHAMH BAWRGHQ6WRBPKD EUHDFK LQYROYLQJ
2)) 7+ DQG /RUG 7DAWRUHWHGMLLIDJ WER GHUKR B GVEDBI@/ZE H Q
ODWBIU F K

7KH LPDRZ HHOOHFWY D SRUWLRQ RI -RNHUB6WDVK{V
3ULYIMRUPDWLR QQBHKUEPUG UHFRUGV DV LQFOXGLQJ 375 ° I

LQFOXGHV FDUGKROGHU QDPHV FDUG QXPEHUV H[SLUDWLRQ

BIGBADABOOM-2; BRAND NEW BREACH (TRz2+TR1 DUMPS) at JOKER's STASH

BIGBADABOOM-2: BRAND NEW BREACH (TR2+TR1 DUMPS)

2Q $80 QHDUO\ D \HDU DIWHU KDFNHUWLMDWMW EH
,QIRUPDWLRQ RIDEIDLROWKHU &0DQ® RHREHDMVHU *HPIQ®\ IRUFH

SXEOLFO\ LPSOHABWGCQX D@ @ REXQFHBE WMKDMH DZDUH RI ID/\GXHWD VI

ld.
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LQYROYLQJ EXVWRPHU S4B RXDE B PE QW DRLECHD &ZIDAQMW\ VW
WR DVVXUH RXU FXVWRPHUV WKDW WKH\ ZLOO QRW EH OLDEOI
PDWAZHWKRXW DQQRXQFLQJ D\ IQGNZHIQMAKR OV W& B BM QN PRLH
FXVWRPHUKHLRUGDPDJHV

:KLOH % &LQG LFDWHHG 4.RUWO 3UHVV 5HOHDVH WKDW
LPSDFWHG IUHH LGHQWLW\ SURWHFWLRQ VHUYLFHV LQFOXGL
L\QRW D SBHEIIPHMH LW 1YW ISRAHW LRRDKINQJ WR SUHYHQW IUDXG L

UHSRUARVHAG R@QHDGLQJ VHFXULW\ ZHEVLWH

>&UHGLW PRQLWRULQJ VHUYLFHV@ DUH BBYXHERDOO\ 35 Y
FRPSDQLHV ZKR RIIHU FUHGLW UHSRUW PRQLWRULQJ WR SRW
GRHVY DEVROXWHO\ QRWKLQJ WR FRPSHQVDWH IRU WKH IDFW
VWULSH DFFRXQW« >&UHGLW PRQLWRULQJ VHUYLFHV@ RQO\ J
vPDOO SHUFHQWDJH RI WKH FULPHV WKDW FDQ EH LQIOLFWH
PRVW RI WKDW OIAHMHEDKWESEH WRN¥XHUQPHQW ZHEVLWH RU IUH
EUHDFKHG HQWLW\ ZKHUH WKHLU GDWD LQHYLWDEO\ ZDV FRP

5HDVRQDEOH FRQVXPHUV KRZHYHU VWLOO PD\ UHVRUW
EHFDXVH LW LV DOPRVWE DIOZBKWH® ®WIMK® GW WBHWXQY ARKIG FD
7D\ORWW LV RIIHUHG E\ UHSXWDEOH FRPSDQLHV DQG SXUSR

VHUYLFH RI YDOXH WR FRQVXPHUV
2Q $SULO 'HIHQGDQWHS®R&WHG DPRQJ RWHMH GVKLQJ

WKDI@URXQG -XO\ PDOZDUH EHJDQ UXQQLQJ RQ FHUWI

6 WXDUW [EoXHikledw €Bay’s New CEO, Another Headache — a Data Breach With A
Claimed 5 Million Cards AtRisk 'LLQRPLBB U KWWSV GLJLQRPLFD F
KXGVERWHZFE HBQR WKH\G DIEKMH® DH D FIkd F WR IQQ CHIRUGCOD VW YLVLWHG
$XJ

1d.

% ULDQ Ark €&V Monitoring Services Worth it .UHEVRQ6HFXULW\ ODU
KWWSV NUHEVR QVH F XULWHA\BGRRRIA. WNRHUUL YILURFH YWK F R PFPIHIHW

ODVW YLVLWHG $XJ



Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 23 of 93

DOAUG 7DWNRW)LBVK $YBRNXNN RPG 7+ ORFDWLRQV LQ 1RUWK $Pt
WKDW VXFK 3PDOZDUH ZDV GHVLJIQHGQWWRD BRODGIRW PBXWVRRP
FDUGKROGHU QDPH SD\PHQW FDUG QXPEHU DQG H[SLUDWLRQ
+%& FRQWXEQB®WD EUHDFK LVVXH E\ ODUFK

JROORZLQJ WKH EUHDFK ODUN &OLQWH FXILFAV\ 3 UHML
1IHWVXULRQ VWDWHG WKDW 3>W@KLV LQFLGHQW VKRZV RQFH
DJDLQVW 326 VIVWHP LQILOWUDWLRQ D W®DIDRMHFE XAIDW I HYWA QD W
LV QHFHUVIMXMFK PHDVXUHV ZHUH LQ SODFH 3*>L@! QRWKLQJ |
ZRXOG EH UHGXFHG WR KRXUV RU GD\V ’

'HIHOGD QW \WRPIBFWROQY , QOGLYLGXDOV 5HVSROQVLEAIHIRU 'DWD 6HI
E&ROFHOWUDWHGNLQ 1HZ <RU

'HIHQGDQWVY DFWV DQG RPLVVLRQV OHIF®XGKEXNS WR
LQGLYLGXDOV UHVSRQVLEOH IRU PDLQWDLQEZBUH GHNDDY L\DH F
FROQFHQWUDWHG LQ 1HZ <RUN

$V6DNSUHYLRXVO\ VWDWHG 3WKH SH/4RS@ HY DERIBWAY HDHPR
LQIUDVW IDXFW EDNW G ODUJHDQW&HLIHYH@®WM LQYROYHG LQ WKLV D
WKHLU FHQWHU RI JUDYLW\ LO® @ QGG BHBXQWKHHZ+XBUANRQTV %D\

HPSOR\HHV ZKR NQRZ DERXW \DOQ®\LREPSPO\QW LOMHINPRGALR Q

$ FRS\ RI WKH UHOHDVH HQWLWOHG 3:$®&QRXFHGHD VS GBI\WK
,VVXH DW 6DNV )LIWK $YHQXH 6DNV 2)) 7+ DQG /RUG 7D\ORL
DYDLODKBMOMSYWZZZ VHGDU FRP *HW)LOH GR"ODQJ (1 GRF&ODYV

LVVXHU7\SH SURMHFWI1R GRF,G ODVW YLVLWHG
THUL 5R BdkQ YdR&Y¥ Taylor breached, 5 million payment cards likely compromised
6& OHGLES U available at KWWSV ZZZ VFPDJDQR QD FEREPHDIF MW G

PLOOSRQP FQWBWH®RPSURPLVHG DUDVMWO LVLWHG $XJ

Id.

OHP RI 3IRBGOWXWBRULWLHY LQ 6XSS RI 'HI ORWksWR 'LVPLVYV
CompanyLLC 1R FY 3.& &' &DO $XJ (&) 1R


https://www.sedar.com/GetFile.do?lang=EN&docClass=8&issuerNo=00033738&issuerType=03&projectNo=02761956&docId=4304164
https://www.sedar.com/GetFile.do?lang=EN&docClass=8&issuerNo=00033738&issuerType=03&projectNo=02761956&docId=4304164
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SUDFWLFHV ~ ZKR 3GLVFRYHUHG DQDO\]JHG DQG PDQDJHG WK
LQ 'HIHQGDQWHWSUAFRMGG GDWD UHWHQWLRQ UHODWLQJ WR
ORFDWHG LQ 1HZ <RUN °

)XWKMU WKH 3SXEOLF VWDWHPHQWY DERXW WKH LQFL
30DLQWLIIV DQG &ODVV PHPEHUV UHJDUGLQJ WKH 6HFXULW\ ¢
1HZ <RUN’ E\ SHRSOH 3EDVHG LQ 1HZ <RUN °

'HIHOGDOWVY 3ULRU 6HFXEDWS$ CRIMMNKRIDG HPROVWUDWH $ZD
OQVXIILFLHOW 'DWD 6HFXULW\ 6 WDQGDUGYV

'HIHQGDQWVY IDLOXUH WR DGHTXDWHO\ SURWHFW 3L
WKH EUHBBKYLRXQOUODUFK +%& LQDGYHUWHQWO\ 3HJ[!
LQIRWAIRQ RI WHQV RI WKRXVDQGV RI >6DNV )LIWK $YHQXH@ F>
ZHEVLWWR WKH SXHOHFRHIM QGDQWY ZHUH IXOO\ HFXH LRI\ Wk
VWD QGRQBAKY ERNRIWBWIRFKHVVIX00\ EUHDFKHG 'HIHQGDQWYV
$FFRUGLQJ WR 5REHUW *UDKDP F\EHUVHFXULW\ H[SHUW DQG
VHEXULW\ JHWV « >H@YHU\R@QH %% YSGQMNHIMSFHOHVRQ UHVSRQGHG
PDWWRXVOHWEW@KH VHFXULW\ Rl RXU FXVWRFHU VH LY QR3 DXQWPR V M/C
WKDW WKHLU FXVWRPHUVY SHUVRQDO LQIRUPDWLRQ ZDV H[SH

RU VKRXOG KDYH EHFRPHVBIEXUHWW R D WFWKHMNY BGEDWD LQV XIIL

Ild DW

ld DW

(PPD 2 WHidson'’s Bay exposes Saks customer info online 7KH * OREHO00ODLO

availableaK WWSV 727ZZ WKHJOREHD XV DQBVVREPRGEN ERVWVR Q

VDRNXVWRPIRWDOLQH DUWLBPOMW YLVLWHG $XJ

IHWLFLD BSdibFYA &ue Exposed Personal Info on Tens of Thousands of Customers
%X]]JIHHGD U DYDLODEWMW/ SBWZZZ EX]]IHHG FRP DHWKFLDPLL
DYHQNIBRVIHIVRQDO LQIR"XWPBWHUP DYWL YAVLWHGS$XISTU

1d.

Id.
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Q $SULO RQH PRQWK IROORZLQJ WKH ODUFK
SHUVRQDO GDWD +%& LVVXHG LWV $QQXDO ,QIRUPDWLRQ )l
EUHDFK FRXOG KDYH D PDWHULDO DGYHUVH MILROW%RQ RXU
IXUWKHU UHFRJQL]JHG WKDW 3>R@XU VHFXULW\ PHDVXUHV PD\
SDUWLHV HPSOR\HH HUURU PDOIHDVDQFH DQG DV D UHVXO
RXU GDWD V\VWHPV DQG P LW BHSIWARSIDLD W & FRXFZIDYHRBPDW W H G
DZDUH Rl WKH VHYHUH ULVNV LQYROYHG LQ D IDLOXUH WR PDL
WKH ODUFK EUHDFK Rl WKH SHUVRQDO LQIRUPDWLRQ RI
LPPHGLDWH KIRAWMLGR QKB YH EHHQ WDNHQLWWR QQFG B IV\DHV WKXU BWH
SODFH IRU 'HIHQGDQWVYT VWRUHV 'HIHQGDQWYV IDLOHG WR GF

‘'HIHOGDOWY +DG 1RWLFHHRDOYRIGXUQW\0 BIQAHIDAK RQ 326 6\VWH

'"HIHQGDQWYV XVH D SD\PHQW V\VWHP WR HOHFWURQLEF
DQG GHELW FDUG SD\PHQWV ,Q WKH \HDUV SUHFHGLQJ +%&¥
VHYHUDO UHWDLO RXWOHWYV PDGH DQQRXQFHPHQWY DOHUWL
LQFOXGLQJ %DUQHR/PH 1T'RE®NW +1HLPDQ ODUFXV OLFKDHOV 7D
'HIHQGDQWYV NQHZ RU VKRXOG KDYH NQRZQ WKDW WKHLU FXVWRF
FURVVKDLUV RI KDFNHUV 'HVSLWH WKLY 'HIHQGDQWY IDLOHG
VI\IVWAHMHG LQ WKHLU VWRUHV DQG DOORZHG WKHLU FXVWRPHU

$ SRLQW RI VDOH V\VWHPVLY2H OGHYDIFRQWKDW PDQDJHV
WUDQVDFWLRQV IURP FXVWRPHU SXUFKDVHV :KHQ MW®D\PHQ

FROQWDLQHG LQ WKH FDUGTV PDIJQHWLF VWULSH LV UHDG DQC

+XGYWRAD\ &RPSDQ\ $QQXDO ,QIRUPDWLRQ )RUP DW $SU
Id.
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QHWZRUNV EHIRUH UHDFKLQJ WKH % H M D HOMWPQ \EELWMQWD JS B)
RYHU WKH PHUFKDQWIV QHWZRUN B32I6HVOY W W ®\R UM\ SA.K B OG0 W I
ZLWKLQ WKH V\VWHPNNZPEHHRQ\DQ (09EMKLISG SD\PHQW FDUG LV XV
WHUPLQDO p3>L@QVWHDG RI JRLQJ WR D UHJLVWHU DQG VZLSLQJ
IFDUG QLES/MBILEK PHDQV LQVHUWLQJ \RXU FDUG LQWR D WHUP]
SURFHVV> @Y’

$V ZLWK D PDJQHWLF VWULSH FDUG u3>Z@KHQ DQ
EHWZHHQ WKH FDUG FKLS DQG WKH LVVXLQJ ILQD @R LD Q GLEW\W DV
WKH XQLTXH WUDGQG¥BRWGRQJ GDWBDGLQJ SD\PHQW SURFHVYV
PDMRULW\ RI ERWKOZ09 DM@ DRWLRQY SD\PHQW FDUG LQIRU
SRLOMD 8WXUH WR WKH DFTXLUHU $QRFHXYROQF |\ SYOME/HRRIPH D U
WKDW SD\PHQW FDUG & DWKDWVLYLQLQ ISK IFIGHDMH[W IRUPDW WK
RU FRPSXWHY H[WUHPHO\ YXOQHUDEOH WR WKHIW ,W LV WKI
326 VI\VWHD FWKDWW WHHN WR DEFHVYV

W LV ZHOO NQRZQ WKDW SD\PHQW FDUG GDWD KDV \

E\ KDFNHUV ZKR HDVLO\ FDQ VHOO LW EHFDXVH RI WKH 3SURC

SECURITY RESPONSE: A Special Report on Attacks on point-of-sales systems D W
6<0%$17(& &253 1RY KWWSV Z2zZZ V\PDQWHF FRP FRQV
V\PDQWHF GRBPBP\S HHKVVWHHR DGMNVRHW WHIKN S GDVW YLVLWHG $XJ

Ild. DW

6LHQQD .RMMBD@out EMV credit cards &5(',7&%$5'6 &20 $XJ
KWWSV Z7Z7ZZ FUHG LWMRDOQE ¥ \F BFK UGV ZHU VSKODVW
YLVLWHG $XJ

Id.

EMYV and Encryption + Tokenization: A Layered Approach to Security D W ),567 '$7%
&253 KWWSV ZZZ ILUVWGDWIHPBR RWRKARASOWHGY WKR XJIK
7TRNHQL]D3VBR)Q ODVW YLVLWHG $XJ
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IRUXPVY RQ WKH 'DUN :HE WKDNHWBSODPHRHD VRD B/ XN TR FDNEH
FRPSURPLVHG FUHGLW FDUG GDWD FRQWLQXHV WR EH D YDC
FRPSDQ\ FROOHFWLQJ RU SURFHVVLQJ YDOLG FUHGLW FDUG
WDUJHWD RNJH UV FAKRV DSD\PHQW FDUG GDWD FDQ SK\WVLFDOO\
RQOLQH

$ QXPEHU Rl GDWD EUHDFKHV KDYH RFFXUUHG DW OC
UHFHQW \HDUV LQFOXGLQJ 7DUJHW +RPH 'HSRW 7RRE®M %D X
DQG .PDUW DPRQJ PDQ\ RWKHUV (DFK Rl WKHVH PDVVLYH GD
WKH PHUFKDQWYTV 326 VI\IVWHP )RU H[DPSOH LQ KDFNH L
VWHDOLQJ LQIRUPDWLRQ IURP DQ HVWLPDWKE 8 QRVDIDGR QWBIWFHQW
RYHU FRHFNRXW 326 WHUPLQDOV DW +RPH 'HSRW ORFDWL
ZHUH KDFNHG FRPSURPLVLQJ URXJKO\ ,PLOOLRRIWIGHEEW D
VI\VWHPV DW PRUH WKDQDQWV:HQHUMVLQHOWRNOUWHG ZLWK PDC
WKHIW RI SD\PHQW FDUG GDWD IRU QHDUO\ VL[ PRQWKYV

,QGHKIE VWVFHSWLELOLW)\ RI 326 N@RZP W KUR PIXQ X

UHWDLO DQGARYW\RI GDWD EUHDFKHV FDXVLQJ WKH WKHIW RI L

%ULDQ T/hd Wulud/of a Hacked Company .UHEVRQG6HFXULW\ -XO\
KWWSV NUHEVRQVHF XYL ®RHIBRIPF NFRGP SWIKQDVW YLVLWHG $XJ

'DQ 5D\ZMipBe Reports Suspicious Activity on POS System ,QIRVHFXULW\ 0DJD]LQH
$SU KWWSV ZEZZJDQURWHRXU QWX VISK IESHRW S R’ W \

OBW YLVLWHG $XJ

%QUHWW +DZNLQV &DVH 6WXG\ 7KH +RBK® 'HSRW 'DWD %UHDI
KwWwWSV ZHEFDFKH JRRJOHXVHUFRQWHQW FRP VHDUFK"T FDFKH
DGLQRRP ZKLWHSDSHUWWEKGRDEHKSENDWODM B F K

FG KO HQ FW FO@DVW XVVLWHG $XJ

Id DW

%ULDQ 1,02HWEeNdy’s Locations Hit in Card Breach .UHEVRQG6HKAULW\
KWWSV NUHEVRQVHFXUZH®QGC®RPD WILWKDAWEGHD PDBOVW YLVLWHG
$XJ
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KLW WKH 8QLWHG 6WDWHV, QQWWHKHO DM WWILWHY HUDWV \ HBDUDW W L F
EUHDFK LQYROYLQJ UHWDLO VWRUH FKDLQVR®D326EWW® HRKH

$FFRUGLQJO\ GDWD VHFXULW\ H[SHUWV KDYH ZDUQHG FRPSD
E\ KDFNHUYV 7KLVVANQW XOFBXROOHVYVY WKH QXPEHU RI 8 6 GDW
VXUSDVVHG D UHFRUG KLJK DQG D IRUW\ SHUFHQW LQFL

WKH SUHYLRXKH\HLPR XQW RI SD\PHQW FDUG GDWD FRPSURPLVH

JRU HI[DPSOH LW LV HVWLPDWHG WKDW RYHU PLOOLRQ FDI
$ UHSRUUWLIRQIFRQMWHW FMHDG/W PDMRULW\ RRWXREHVVI)

OHYHUDJH OHJLWLPDWH FUHGHQWLDOV WWRLQDLBDDEBHWYV WXR K

5$0 VFUDSHU WR FDSWXUH $FPWH@WJIJFDIRG 9GDWRQ KDFNHL

FRPSURBRMGV\VWHPY LQ D PDWWHU RI PLQXWHV RU KRXUV DQG

PDOZDUH RQ WKH 326 GHYLFHYV
, QWUXGHUV ZLWK DFFHVV WR XQHQFU\SWHG 7UDFN

SK\WWLFDOO\ UHSOLFDWH WKH FDUGWKH XV RI|LI \RIPOQWQHD USX) VXIB

326 V\VWHPV LV QRZ 3RQH RI WKH ELJJHVWG6VYRKHFHYV RPDOWROF

Data Breaches Increase 40 Percent in 2016, Finds New Report From Identity Theft Resource
Center and CyberScout ,GHQWLW\ RRHIWH 5@VHQWHU -DQ DYI
KWWSV ZzZZ SUQHZVZH OH PEHRVIQGE AV H C5VHU AHQQ WILQ GV
QHUHSRBYG H QWKHWWW R RKURBWHE\EHUVFR XW KWPODVW YLVLWHG
$XJ
'DWDFDS \WW\\, @HPof sale security: Retail data breaches at a glance DYDLODEOH DW
KWWSV ZzZZ GDWDFDSV\VWHRIH F R &HNGEDARR] ID@WHRSID Q F H
ODVW YLVLWHG $XJ
1d
A Special Report on Attacks supra QR W H DW
See, e.g.  OHULIR®Data Breach Investigations Report D W 45 DYDLODEOH
KWWSV UHJPHGLD FR XN ODVWGHIMILBVH G S$XIJ
ld DW
A Special Report on Attacks supra QR W H DW
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LQVWDOOHG RQ 326 V\VWHPV KDV EHHQ UHVSRQVLEOH IRU C
R X W O,{QW LQWU XQMRR 326 VIVWHPV DFFRXQWHG IRU RI DC

VXFFHVVIXOO\ VWROH GDWD

*LYHQ WKH QXPHURXV UHSRUWV LQGLFDWLQJ WKH VXVI
FRQVHTXHQFHV 'RIHQ GAEHDEIOUH RU VKRXOG KDYHHHBH@RDZD!
VDIHINKBEWS V\VWHRRHWKHIUEVWH QREZ Z WEBOQHUDELOLWLHYV RI 3
WKHUH DUH VHFXULW\ PHDVXUHV DQG EXVLQHVV SUDFWLFH\
HOLPLQDWHG KDFNHUVY DELOLW\ G\WRWWXF FIR\6V NE O/'H PLQ | LD
LQGLFDWHG WKDW RYHU RI WKH GDWD EUHDFKHV RFFXUULC

&HUWDLQ GDWD VHFXULW\ RUJDQLIDWLRQV IHGHUDO
LPSOHPHQWHG UHFRPPHQGHG VWDQ®BIDEXURNFOHMLIUGHOUWE
WKHVH W\SHV Rl LQWUXVLRQV LQWR K326 VQPMHWR UHBYEROWOH \
FRXOG KDYH HLWKHU SUHYHQWHG RU WLPHO\ GHWHFWHG WKL

'"HIHQGIDMQWWMD WPHQW RI1 3ULYDWHWKPERWRBMMWRRPH QWU
IHOO IDU VKRUWVRIDEDWOVGXYLHYV D QE HREGIRWHRBQWR HQVXUH WK
WWKHLDWD V\VWHPV ZDV UHDVRQDEO\ VDIHIJXDUGHG IDLOHG
ZDUQL@XYG IDLOHG WR XVH SURSHU VHFXULW\ V\VWHPV WR G

RFFXUUHG DQG LV DW LVVXH KHUH

Id.

9HUL$RQ QRWHDW

2QO0OLQH 7UXV\WISObeiifRtddrt & Breach Trends Report D W - X0\
KWWSV ZZ7ZZ LQWHU FHROQWRHQ WWA SRORIDARV LCH QWBRDBH QG V
5HSRUWB ODY¥®IYLVLWHG $XJ
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'HIHOGDOWY )DLOHG WR &R BSD OALMUIGYQG XV WU\

JHGHUDO DQG 6WDWH JRYHUQPHQWY KDYH OLNHZLVH
LVVXHG UHFRPPHQGDWLRQV WR WHPSHU GDWD EUHDFKHV DQC
LQVWLWXWLRQV 7KH )HGHUDO 7UDGH &RPPLVVIRIE HY7 &R BK® X VILNQFXF
KLIKOLJKWLQJ WKH LPSRUWDQFH RI UHDVRQDEOH GDWD VHEFX
IRU GDWD VHFXULW\ VKRXOG EH IPBWIRMHG LQWR DOO EXVLQH

, Q WIKHKS GDWHG LW \ProfeotingOReksindl Inoigation: A
Guide for Business ZKLAFKWDEODAMKHOLQHY IRU IXQGDPHQWDO GDWD
SUDFWLFHV IRUKEXMCGHOVYQHY QRWH EXVLQHVVHV VKRXOG SUF
LQIRUPDWLRQ WKDW WKH\ NNRQDG URSFHIPDWGRQYS 'KBWR LVS QB
HQFU\SW LQIRUPDWLRQ VWRUHG RQ FRPSXWHU QHWZRUNV XQGHL
LPSOHPHQW SROLFLHV WR FRUUHFW VHFXULW\ SUREOHPV 7K
XVH DQ LOWNNHV¥UWRRGW\VWHP WR H[SRVH D EUHDFK DV VRRQ L
WUDIILF IRU DFWLYLW\ LQGLFDWLQJ VRPHRQH LV DWWHPSWLC
RI GDWD EHLQJ WUDQVPLWWHG IURP WKH V\WWH® WDRIGDKBWYHDL

7KH )7& UHFRPPHQGV WKDW FRPSDQLHV QRW PDLQWD
WKDQ LV QHHGHG IRU DXWKRUL]DWLRQ RI D WUDQVDFWLRQ

SDVVZRUGV WR EH XVHG RWQHY MW GRIBRWKIREA LY G XFRQLWRU IR

JHGHUDO 7UDGH &RBPLNWMILB&urity DYDLOD KOMWIUVEWIXNF JRY
VI\VWHP ILOHV GRERRHRWM SIIDILQ VWD UMYWWK YVHWNG LY SG I

JHGHUDO 7UDGH R/BPRLY ReksarQl Information: A Guide for Business DYDLODE OH
DW KWWSV Z7ZZZ IWF JRY V\VWEEJNXIDHV SARF X P ESHWR RSN Q J
LQIRUPDWLRQ SGI ODVW YLVLWHG $XJ
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DFWLYLW\ RQ WKH QHWZR 8D WD/Q\G WHWY.L\F W KPWRWIKEHGV KDYH LPS
VHFXULW\ PHDVXUHV

7KH )7& KDV EURXJKW HQIRUFHPHQW DFWLRQV DJDLQV
DGHTXDWHO\ DGSGRVWHDAVMR FXV@WMRPHU GDWD WUHDWLQJ WKH |
DSSURSULDWH PHDVXUHV WR SURWHFW DJDLQVW XQDXWKRUL
XQIDLU DFW RU SUDFWLFH SURKLELWHG E\ 6HFWLRQ RlI WKH
86 & T 2UGHUV UHVXOWLQJ IURP WKHVH DFWLRQV IXUWKH!
WR PHHW WKHLU GDWD VHFXULW\ REOLJDWLRQV

'"HIHQGDQW +%& DIILUPDWLYHO\ XQGHUWRRN UHVSRQ
7D\ORQGDNV UHWDHOHOQWRQMYW DOO WLPHWHKMDEOLDZDWUR RIWR S
WKBULYDWH | QIRVRBXWERVWRPHUV BHKHBRUMLRLSDWLRQ LQ SD\F
SURFHVVLQIHQHYWZBRQWWVRHDODADUH RI WKH VLJOQMNKHBDOHWE WRSH
GR VR EWRBROHHFWHG SD\PHQW FDUG GDWD IDWRMMWRRXIAD QG
DQAHIHQGDNQWX WKDW WKLV GDWD LI KDFNHG ZRXOG UHVXOW Lt
AWMV DQG &0ODVV PHPEHUYV

7KH SD\PHQW FDUG QHWZRUNV O0DVWHU&DUG 9LVD
GDWD VHFXULW\ RUJDQL]IDWLRQV VWDWH JRYHUQPHQWY DQCG
VWDQGDUGY DQG JXLGDQFH QHEB VWR X3JULAWH QWDWKHWYN W\ISWNVI R
326 V\VWHPYV +RZHYHU GHVSLWH 'HIHQGDQWVY XQGHUVWDQ
LQVWDOOHG RQ 326 V\VWHPV WKH ZLGHO\ DYDLODEOH UHVE

V\VWHPV DQQ 'BIHXEABR@WVSXEOLF GLVSOD\ RI FXVWRPHUTfTV S

JHGHUDO 7UDGH &&RPPUNNRE) supra@R W H
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IDLOHG WR DGKHUH WR WKHVH JXLGHOLQHV DQG IDLOHG WR W
WR SUHYHQW WKH 6HFXULW\ %UHDFK

6HFXULW\ H[SHUWV KDYH UHRRPCPWQGHEDVSHEVILFEKR
SURWHFW WKHLU 326 V\VWHPV )RUVHERISOH WSRPBRWHF HAF
LPSOHPHQWHG WKURXJK VHFXUH FDUG UHDGHUV ZKLFK HQF
VIVWHP SUHYHQWLQJ PDOZDRWPDMKIRWY KMURXBW W KD LB@6LPH P
SURFHVVHV WKHORUDRYDEWERPP®QWHF HPSKDVL]JHG WKH LPSR!
FKLS WHFKQRORJ\ 'DWDFDS 6\WWHPV DDWBHFYRIRVRNEHBL OR U 326
SUHYHQWDWLYH PHDVXUHV

7KH PDMARHQWDEDUG LQGXVWU\ EUDQGYV VHW IRUWK VS

&DUG RU VRPHWLPHVY OHUFKDQW 2SHUDWLQJ 5HIJXODWLRQV

RQ PHUFKDQWY DQG UHTXLUH PHUFKDQWYV WR SJHRBWHFW F
GLVFORVXUH VWRUH GDWD HYHQ LQ HQFU\SWHG IRUP
WUDQVDFWLRQ DQG FRPSO\ ZLWK DOO LQGXVWU\ VWDQGD

7KH 3D\PHQW &DUG ,QGXVWU\ 'DWD 6HEXULW\ 6WDQ
UHTXLUHPHQWY GHNLMKBWWRRRODRUHY PDLQWDLQ FRQVXPHL

LQIRUPDWLRQ LQ D VHFXUH HQYLURQPHQW

A Special Report on Attacks supra QR W H DW
See 'DWDFDS &upvVdN@I WA
Payment Card Industry Data Security Standard Y DWwW $ S Wwvailable at

KWWSV ZZZ SFLVHFXULW\VWDQGDUGYV RUJ GRFXPHQWBOLEUL
ODVW YLVLWHG $XJ
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7KH 3&, '66 32DV GHYHORSHG WR HQFRXUDJH DQG HQl
E\ SURYLGLQJ D EDVHOLQH RI WHFKQLFDO DQBFRSHEBEPRXN®RWY
GDWB&, '66 VHWV WKH PLQLPXP OHYHO RI ZKDW PXVW EH GRQH
3&, '66 WKH YHUVLRQ RI WKH VWDQGDUGV LQ HII

%YUHDFK LPSRVHV WKH IROORZLQJ PDQGDWHY RQ '"HIHQGDQW\

PCI Data Security Standard — High Level Overview

Build and Maintain a Secure 1. Install and maintain a firewall configuration to protect cardholder data

2. Do not use vendor-supplied defaults for system passwords and other
Network and Systems g
yst security parameters
O 3. Protect stored cardholder data
P e 4. Encrypt transmission of cardholder data across open, public networks
5. Protect all systems against malware and regularly update anti-virus

Maintain a Vulnerability

Manag nt Program software or programs

Develop and maintain secure systems and applications
Restrict access to cardholder data by business need to know
Identify and authenticate access to system components
Restrict physical access to cardholder data

Implement Strong Access
Control Measures

~ojlve~N|o

Regularly Monitor and Test

1 Track and monitor all access to network resources and cardholder data
Networks 1

. Regularly test security systems and processes
Maintain an Information —_— ) ) ) .
Security Policy 12. Maintain a policy that addresses information security for all personnel

$PRQJ RWKHU WKL@EHIVXLIBHGEB6HIHQGDQWY WR SURSHUO!
SD\PHQW FDUG GDWD QRW VWRUH FDUGKROGHU GDWD EH\RQ(
PDLOWDW®E DMH DQWLYLUXV VRIWZDUH DQG D SURSHU ILUHZD((
UHIJXODV®\A WHHF XULW\ V\VWHPV HVWDEOLVK D SURFHVV WR
YXOQHUDELOLWLHY DQG HQFU\SW SD\PHQW FDUG GDWD DW V
3&, '66 DOVR UHTXLUHG 'HIHQGDQWV WR QRW VWRUH
VWULSH ORKBVWEBGENRRI D FDUG”™ RU SWKH FDUG YHULILFDWLRQ
'‘"HVSLWH '"HIHQGDQWVY DZDUHQHVV RI WKHLU GDWD V|

WR FXVWRPHUV WKDW WKHLU SHUVRQDO GDWD ZRGW@WGREH VH

Id
1d
ld DW 3&, '66 DQG
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BULYDWH ,QIRUPDWLRQ HQWUXVWHG WR WKHP E\ WKHLU FXV\
OHJDO GXWLHV DQG REOLIJDWLRQV DQG LQFOXGHG YLRODWLF
WKDW DFFHVV WR WKHLU GDWXXDV\WMG]PYD ZOWGU WIRVBRDERX OHX
LQGXVWU\ ZzDUQLQJVY DQG IDLOHG WR XVH SURSHU VHFXULW\
WKDW RFFXUUHG DQG LV DW LVVXH KHUH

$V D UH\WXMBQYGARDMWXUH WR DGKHUH WR LQGXVWU\ DQG
IRU WKH VHFXU LVULYRI WD U GREWROBRKIVABIQHENG REWWRPHUV LQFOX
30DLYWQIE &ODVV PBFEFHRRSURPLVHG RYHU DRHDUPE\ RIQUILRD WV S

'HIHOGWQ@WRPLVHG WR 3URWHFW &XVWRPHUVY 3, EXW ODLQWDLQI

SULRDQWRC WKRI6HFXULW\ %YUHDFK +%& RQ EHKDOI RI
SURPLVHG LWV FXVWRPHUV ZKRVH 3, LW FROOHFWW, WKDW L
6DNMQG /RUG BDIORE\IBROGUWDIWHG LQ SDUW E\ +%& LQ 1HZ
DYDLODEOH RQ 'HIHQS8DRW\EH \Z MEK h SRR OIONY R \&- XVWRPHUYV Z
YLVLVE HEWLWH XVH WKHLU PRELOH D XQJGKHEDMAL B WRUIRLGRY LV L\
6DNBULYDF\ SROEB\WHG 0D\ VWDWHG LQ UHOHYDQW SDUV

‘H KDYH WDNHQ FHUWDLQ SK\WLFDO DGPLQLVWUDWLYH LC
LQIRUPDWLRQ ZH FROOHFW IURP DQGVIDMERXW KKOHFZWWRI
PDNH HYHU\ HIIRUW WR KHOS HQVXUH WKH LQWHJULW\ DQG
V\VWHPV ZH FDQQRW JXDUDQWHH RXU VHFXULW\ PHDVX
LQIRUPDWLRQ VXFK DV FUHGLW FDUG LQIRUPDWLRQ RQ R
WUDQVYRRQ RI WKDW LQIRUPDWLRQ XVLQJ VHFXUH VRFENHW OI

IRUG 7P\BARYDF\ SRWDAWHG LQ UHOHYDQW SDUW

‘'H KDYH WDUNWAQLQ SK\WWLFDO DGPLQLVWUDWLYH DQG WHF
LQIRUPDWLRQ ZH FROOHFW IURP DQG DERXW RXU FXVWRI

PDNH HYHU\ HIIRUW WR KHOS HQVXUH WKH LQWHJULW\ DQG
V\VWHPV ZH FDQQRW JXDUDQWHH RXU VHFXULW\ PHDVX

KWWSV ZZZ VDNVILIWKDYH QOVWRYLBIRHG Ll4XV IDT


https://www.saksfifthavenue.com/Policies#faq09
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LQIRUPDWLRQ VXFK DV FUHGLW FIXUBGHRGIREWD WKR Q R
WUDQVPLVVLRQ RI WKDW LQIRUPDWLRQ XVLQJ VHFXUH VRFNH

,Q IDFW $H$HUEGERBXWRWWKOUHDFK D WDUINWRHIDEYG QVRRY HD F W
DVVXUDQFHV WR LWV FXVWRPHUV ZKLFK GRYHVBWRMAXUMNR BR(
RQ LWV ZHEVEWPHXDUWA MXWW DV

SURWHFWLQJ WKH VHFXULW\ RI \RXU LQIRUPDWLRQ LV YHU\
WUDQVPLW VHQVLWLYH SHUVRQDO LQIRUPDWLRQ VXFK DV FUHC
FRPSXWHU WR RRXUVHQMHUPDWLRQ LVILBHRDMOFWHG E\ E
FRPELQDWLRQ RI FRPSXWHU KDUGZDUH DQG VRIWZDUH
YLVLWRUV IURP DFFHVVLQJ LQIRUPDWLRQ ZLWKLQ RXU FRPS
VWDQGDUG 66/ VHFXUH VRRNHRK O PRELOHQEHEBW MWD ZH !
\RXU SD\PHQW FDUG LQIRUPDWLRQ XVLQJ HQFU\SWLRQ WHFK
RUGHU 2QFH ZH UHFHLYH \RXU WUDQVPLVVLRQ ZH ZLOO
VHFXUH DQG SURWHFW WKH LQIRUPDWLRQ QRQ GXWDV\VWHF
WUDQVPLVVLRQ RYHU WKH ,QWHUQHW FDQ EH VHFXU|
JXDUDQWHH RU ZDUUDQW WKH VHFXULW\ RI DQ\ LQIRUPDWLRQ
RQOLQH +RZHYHU ZH VWULYH WR SURWHFW \RXU LQIRUPDWL

6HFXULWEKAUHMIHDG WR ,GHQWLW\ 7KHIW

$FFRUGW®IKH 8 6 'HSDUWPHQW RI -XVWLFH %XUHDX
HVWLPDWHG PLOOLRQ SHRSOH ZHUH YLEFWLPV RI RQH RU
$PRQJ LGHQWLW\ WKHIW YLFRMLRG LW [IDFAFIRXNQWNYQRHUH WKH PRV
PLVXVHG LQIRUPDWLRQ

6LPLODU O) 7 8WAHHK W LR QMG MRKD WXBHWNY KDYRF R® FRQVXF

ILQDQFHV FUBIGGEW KEXWRVUALRQ D Q G DREEQ SViD DN H QW LI MIRAVE B W R C

KWWS ZHE DUFKLYH RUJ ZHE KWWS ZZZ ORUGDC
ROOHDBNW YLVLWHG $XJ

KWWS ZHE DUFKLYH RUJ ZHE KWWS ZZZ VDNVIL
VDNVVHBRVWWXLVLWHG $XJ

See '2 - Victims of Identity Theft, 2014 DWLRY DYDLODEOH DW

KWWSV ZzZzZ EMV JRY FRQWBRWNSKE/ISEHGY BWI SG


http://web.archive.org/web/20170922064212/http:/www.lordandtaylor.com:80/Policies#infoltcollect
http://web.archive.org/web/20170922064212/http:/www.lordandtaylor.com:80/Policies#infoltcollect
http://web.archive.org/web/20140821045613/http:/www.saksfifthavenue.com/Policies#sakssecurity
http://web.archive.org/web/20140821045613/http:/www.saksfifthavenue.com/Policies#sakssecurity
https://www.bjs.gov/content/pub/pdf/vit14.pdf
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WK Y H V VXWRIOH @ CRHRIJW LR Q  IBMY B WPBIVIQF OXG IHELWGFDUD XG SKRQ|
RUAXVOLHYV MUGDEG QN ILLIMIEQ F H

3ULYDWH ,QiIRAKAFWLRQFOXGHY DIDG®LA@WDW ©BPHEMUV
FRPELQHG ZLWK WKHLU FUHGLW RU GHELW FDUG LQIRUPDWLF
LVVXH LQ WALWD DRIBMRQ FRRGLWIEG MY\ WKL BGHMNGD@D UHOHYDQW W
'HIHQGRPWH WX DUH RU UHDVRQDEO\ VKR XC83 LKIDY¥¥H E,IQHRU P2 B
WKH\ RDRIDO KLIKO\ VHQVLWLYH DQG FRXOG EH XVHG IRU ZURQJIXO
LGHQWLW\ WKHIW \D/GFEANIDWE , QIR WDPPBVXDEOH $RPPRIGUWE OD F N
PDUNHW  VXFK D V- RNHIU R {BWMAVHIG) ZKLFR SFHQOLQBRVYW VWROHQ
FDUG QXPEHUV VRFLDO VHFXULW\ QXPEHUV DQG RWKHU SHU\
XQGHUJURXQG ,QWHW@HWY ZWEV L QIRD PDIRIRRQ DV JROG" WR LGHC
EHFDXVH WKH\ FDQ XVH YLESH® \QH B HIUQMRIALMD G EB RXRWYV D
DQRWKHU SHUVRQTV QDPH LQFXU FKDUJHV RQ H[LVWLQJ DFF

/HILWLPDWH RUJDQL]JDWLRQV DQG WKH FULPLQDO XOQ¢
3ULYDWH ,QIRUFPQWDRQHG LQ D PHUFKDQWIV GDWD V\VWHPV
DJJUHVVLYHO\ VHBODRPNRDV &RODVW PHPEHUVY SHBNEPDWRQGIR
DQG WUDGHG E\ F\EHU F U L RLIFPIDOVHRRQVBAKGH PR YRURIQEHR B U &l

ZHERU D QXPEHU RI \HDUV

7 KH & G HH\L GAAL\K RVBVYDI X G- RPLW GR U COAMMAER) W K HVWLGGIQ
LQIRDW LRD QR WKH UMRVK R XRABL & 5 1 7KH )7& GHVFULEHYV
SLGHQWLI\LQJ LQIRUPDWLRQ " DV *DQ\ QDPH RU QXPEHU WKDW PD\
ZLWK DQ\L@MKPDWLRQ WR LGHQWLI\ D VSHFLILF SHUVRQ ~ LQFOX(
s>Q@DPH VRFLDO VHFXULW\ QXPEHU GDWH RI ELUWK RIILFLE
OLFHQVH RU LGHQWLILFDWLRQ QXPEHU DOLHQ UHJLVWUDWLRQ Q
HPSOR\HU RU WD[SD\HU SL@HQWLILFDWLRQ QXPEHU
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7KHL D W L RDOLRBIWOHY MGG K Q RORVM J RAKH] FRPELQD W LR C
RIQDPHWGE UHBDWXPEHDWHQVLIQEHD U U D (DK LIKHRS D P\W YBDO/ H G
R QV K$HR W H IQMUAB 8 RV HGF R QW R PMRIAKWE HIQW H @ @HBULYDWH LQIRUPDWL
W K DVWOLQN HREDLQN D EVDIDAR UMH QV LWOQXHL.®IRUPDMIRRUPDWLRQ DERY
RUHODWHG WR DQ LQGLYLGXDO W KDQVR UV DORERERMQ G L YD \GKFOFQ T
/LQN D ELQHR U PDUWLR R U PD B IERRX WH R DWRHIEQ G LY LGN F KV K HLWYHD
SRV VLE IORJWODN/® R F ZDWRVRKIQLR U P D W E REMEQ G LY LGXHPD PS ORi|
OLQNLQIRUPDWKR(@G7UHSRUWND 0DV VD F KWW MRIRENY KQ R ORVX G \
VRZLQUKDW RWK®DPBQBG G UHRQYRW DQY WU H Q W XM IDEEE, 3
FR G H GIBHELU WK

3ULYDWH LQIRUEDWDREU LQ VFRSH WKDQ GLUHFWO\ LGHQV
WHFKQRORJ\ FIR® % XMHRIUDR F R POIF U H DV E QMRDRE DMK, W H U QWX
ZLGHU WHRREHD RRVIDELQIRUPDWKREM E KXVHERLQANIRUPDW RRY
LQGLYLGXDO LQ zZD\V WKDW ZHUH QRW SUHYLRXVO\ SRVVLEOH

7KH OROHWDU\ 9DOXH RI 3QEWLAM DIVR WO IRVWPR@M R Q

7KH IDFW WHDW G GEIFRMBMY Y,RIRHPDWLRQ ZDV VWROHQ |
WR EH VROG RQ WKH GDWNIHHEZ QRBULY (SOHWRWOEH W FULPLQD

GHPRQVWHKH WRIHYHWD U\ YD O@URRJIPBKMH R Q

$WQD)7& SXEOLF ZRUNVIKREPLYVLRQMUKBRQPVRQ 6ZLQGOH C

WKH YDOXH RI D FRQVXPHUYV SHUVRQDO LQIRUPDWLRQ

(ULND OF & DO&L\ONHEdo Protecting the Confidentiality of Personally Identifiable
Information(PI) 1DWLRQDO ,QVWLWXWH RI 6WDQGDUGY DQG 7THFKQ]
DYDLORWWH DXW QLVW JRY SXEOLFDWLRXDVWWN WBBLGMHIEGI B'XS


http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=904990

Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 38 of 93

7KH XVH Rl WILU®IBDPDWLRQ IURP SXEOLF UHFRUGV
DJJUHJDWRUV DQG HYHQ FRPSHWLWRUV IRU PDUNHWL
IDFLOLWDWRU RI RXU UHWDLO HFRQRP\ (YHQ >)HGHL
>$0DQ@ *UHHQVSDQ VXJIJHVWHG KHUH VRPH WLPH DJ
RQ WVRKHGHU RI WKH OLIH EORRG WKH IUHH IORZ RI LQ!
&RPPLVVLRQHU 6ZLQGEWPUNY DUH HYHQ PRUH UHOH
FRQVXPHUVY SHUVRQDO GDWD IXQFWLRQV DV D 3:QHZ IRUP RI
\HDU RQOLQH DTIMWLYVLQIJWKH 8QLWHG 6WDWHYV
7KH )7& KDV DOVR UHFRJQL]JHG WRDW FROQNBEEH GDW
FXUUHQF\Q)7@ DWRXQGWDEOH SUHVHQWDWLRQ DQRWKHU IRUP
+DUERXU XQGHUVFRUHG WKLV SRLQW
ORVW FRQVXPHUW FMDROGRWSHHEKHQG WKH W\SHV DQG I
RI LQIRUPDWLRQ FROOHFWHG E\ EXVLQHVVHV RU ZI
PD\ EH FRPPHUFLDOO\ YDOXDEOH 'DWD LV FXUUHQF\
VHW WKH JUHDWHU2BR®HRWRIDY® IRU DQDO\VLV
S5HFRJQL]LQJ WKH KLER QYX®XH W ISIDB B HY RQH W,KHRUPD W
PDQ\ FRPSDQLHV QRZ RIIHUQEPRQWRPHLDO VG IFKHSEBRHBRW \RR JLY
FRQVXPHUV PRUH SRZHU DQGLERYWDW ORRY WHBDWKR KD BVHEDUM HD

UHFHLYHNMRUFBDWR QR $SPBNLQJ WKH WUDQVDFWLRQ WUDQVSDUF

70U DW JHGHUDO 7BibGEHV&BIRP.LYMN Iftdnation Marketplace:
Merging and Exchanging Consumer Data 0 D U DYDLODEOH DW
KWWSV 72z7ZZ IWF JRY VLWHY GHIDXOW |LOH\WPORHPHIDFHM S XEOI
PHUILQEGH[FKDQJLQJ GRY D XWHD QUBYWSYVEBEBHG $XJ

See-XOLD $QJZLQ  (PWed\s BONNI Qommodity: Privacy 7TKH :DOO 6WUHHW
-R XU QPHOE KWWS RQOLQH ZVM FRP DUWLFOH 6%

KWPODVW YLVLWHG $XJ
Statement of FTC Commissioner Pamela Jones Harbour—Remarks Before FTC Exploring

Privacy Roundtable  'HF KWWSV 272Z7Z IWF JRY VLWHV GHIDXOW ILOH
VWDWH PH Q W\ [SHOFRBBUWNDNY IR X QG WD E OH SULYDBWR XQEWBGE C
$XJ

Web’s Hot New Commodity: Privacy supra QRWH
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SURILW IURP WKHLU 3ULYBWH ENRU®BWYR®DVY FUHDWHG D QHZ P
SXUFKDVH RI WKLV YDOXDEOH GDWD

&RQVXPHUV SODFH D KLJK YBOME Q&NY UPCEM VR @ GWKR LRIQ W
SULYDF\ Rl WKDW GDWD 5HVHDUEKHUV KDYH EHJXQ WR VKHG OL.
GDWD SDOWDMYKH DPRXQW LV FRQVLGHUDEOH ,QGHHG VWXC
ILQDQFLDO ORVV IRU\YUFKHPV RQ LG H@NDLW

7KH YDOXH RN ®@BA QDN PHLFYDMHY ,QIRQPDM(HR @ OD F N
PDUNHW LV VXENQDQW LA R SHU FDUG QXPEHU

'HVSLWH EHLQJ DZDUH RI WKH YDOXH FULPLQDOV D\
'"HIHQGDQWYVY IDLOHG WR VXIILFLHQWO\ LQYHYM K QWWKE\RDGD
SURILWV DQG'HHYOIQEBML.O\ LQYHVWHG LQWRKEY B HPR/GHEQGQ X SRIU I
WR LWV GLVWULEXWLRQ DQG IXOILOOPHQW FHQWHUV ZLWK 3>F
DFFRXQWLQJ IRU RI WKH JURZWK LQLWLDWLYH EXGJHW LQYRO

6DNV )LIWK $YHQXH GLYLVQRQHZLBMNVHMNWMRUIKY DQG S QHEZH6DN)\

VWRUHSQRWKHU Rl WKH JURZWK EXGJHW ™ LV VSHQW RQ LQYH

DXWRPDWLF RI WKH FRPSDQ\TV GLVWULEERKWRRHU FHH QWGIWL OL@P

FHQWHU 8L& " WKWHSLWH WKHVH VXEVWDQWLDO LQYHVWPHQWYV

WHFKQRIORKHIRU VWRUHV WR ERRVW VDOHV 'HIHQGDQWYV IDLO}

See ' 2 - Victims of Identity Theft, 2014 supra @ WH D W

[ H D S |DhRQAyber Black Market: What's Your Bank Login Worth 0D U DYDLODEOH
DWWWSV OHDSIUR JME BRyQ BN KR YWRKBED QR JZRUWRDVW
YLVLWHG $XJ

OLNH 73digikg Hudson'’s Bay Details Major Investments in Expanding Saks, Saks Off 5th
and Store Renovations &KDLQ 6WRGSH $JH DYDUHKODWOW 2ZWZ FKDLQVWRU
FRP DUWLF OKXGVHQBHW BRLIORQY H V WHR S OGABINY NWKQGBGWR UH
UHQRYDWDR®@VYLVLWHG $XJ

Id.


https://leapfrogservices.com/the-cyber-black-market-whats-your-bank-login-worth/
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WKHELDWD VHFXULW\ V\VWKHR6 VQADNBY QJISOD FRQLYEXRW REWW RQ

DW ULVN

$W DOO UHOHYDBWGWHEREBY@YDUH RU UHDVRQDEO\ VKRX
DZDUH WK DYD WK H QMKUIF PIVIIQRIQRLIK O\ VHQVLWLYH DQG FRXOG
SXUSRVHV E\ WKLUG SDUWLHE Q@XAKDIK® G5 EWW LWKRWEE IWDYH SD
EHHQ DZDUH RI WKH\WBQULVADQ W YHRO XWPKH RM GDLO\ FUHGLW D¢
DWKHLRUWK $PHULFDQ UHWDLO ORFDWLRQV DPRXQWLQJ WR
WUDQVDFWKXY®VWPRH&LIQLILEFDQW QXPEHU RI LQGLYLGXDOV ZKR
'"HIH QG D/QWWI PV

'HIHQG KOQWVWKH UHVRXUFHV WR SUHYHQW D EUHDFK
DIRUHPHQWLRQHG H{SHDQEDERWILQ ORFDWLRQV DQG LRPRONRPHQ

'"HIHQG REWIYHFWHG WR DGHTXDWHO\ LQYHVW LQ GDWD VHFXU

LQWUXVLRQV DQG V8XHO DL ]|H® UDRIDZBEOBDFKHV
+DGHIHQGDARMWGLHG WKH VBKBLBLM QFLHRY LQROORZHG 3

JXLEBBY DQG DGRSWHG VHFXULW\ PHDVXUHV UHFRRPHIGEHG |

KDYH SUHYHQWHG WKHMIDXWIRWYHFQWR QG X OW L RDKMHKOAW RVKHHU W K |

FRQILGHQWLDO SD\PHQW FDUG LQIRUPDWLRQ

2Q LQIRUPDWLRQ DQG EHOLHI 'HIHQGDQWVY FRQWUDFWHG Z|
VHUYLFH DQG PDLQWDLQ WKH 326 HWXLSBHSOWIWLEE RIRI\DDD
UHVSRQVLEOH RU OLDEOH IRU DOORZLQJ WKH KDFNHUV WR J
VIVWHPV LQ 'HIHQGDQWVY QHWZRUKRVEODHQWKDOW KOHWHE\ SURFRY!
VHHN OHDYH WRSDGW\ WKRWGHEWMKALUGHIHQGDQWY LQ WKLV OLWLJI
OLNH 7suRA QRWH
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*LYHQ WKHVHFRPBEIVQ\ WIKDW WUDQVDFWYV VIDQG QMKNQZ LW
FRPSURPLVHV WKH SULMDLFDVRH FRIRUXPWKRE GHSUMRIGVRRQV XPI
IXOO PRQHW D U\L WOV RF WLHRP SR QAK WKH

'DPDJHV 6 XVWI0 DINDGWDE | & QHWEW U

$ SRUWLRQ RI WKH VHUYLH\G BXRODMMEIE K HU RW KH U
&ODRWPEHQWFHVVDULO\ LQFOXGHG NRWSQ@ED QBH PHEDWK UG XVW
WKH FROOHFWLRQ D3QULYVWH JRIRUPP@KNREI WBRIG) GAIHGEBW
LQIRUPD VKR @ R VAN HQR RQWR OOHFWLQJ DQGYNMDIH JARYBEWLR @
LOQOWR WKH S UWKHRIUDYREHRID X V H VDO KHVRMDORNPEHINUH GHQLH G
SULYDF\ SURMMEWLRIQYVSDLG IRU DQG ZH UHD &% KWH VROBKB/VW R U |
PHPEHUQFXUUHG DFWXDO PRQHWDU\ GDPDBKWY FIKD &MBRDAEGW KH\
/IRUG 7I/WWRUHV

30DLQWQE RWHKHU PHRMBEHHU KOBMVVXIIHUHG DGODRWLRQDO
GDPDJHV LQEXWGQRW ROHWHG PRBEH RI WKH IROORZLQJ

D XQDXWKRUL]JHG XVH RI WKHLU 3,

E WKHIW RI WKHLU SHUVRQDO DQG ILQDQFLDO LQIRUPDWLR

F FRVWY DVVRFLDWHG ZLWK W KB HENWLW F WWKRHQWD DXEG SXUGD
XVH RI WKHLU ILQDQFLDO DFFRXQWYV

G GDPDJHV DULVLQJ IURP WKH LQDELOLW\ WR XVH WKHI

H ORVV RI XVH RI DQG DFFHVV WR WKHLU DFFRXQW IXQ
WR REWDLQ PRQH\ IURP WKHLQ WRHRRXARXZWR B | EPHRIQR

ZHUH SHUPLWWHG WR REWDLQ IURP WKHLU DFFRXQW
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DQG ORDQV ODWH FKDUJHV DQG IHHV DQG DGYHU\
GHFUHDVHG FUHGLW VFRUHV DQG DGYHUVH FUHGLW ¢
| FRVWV B@VREWBWWLPH VSHQW DQG WKH ORVV RI SUR
RQHYTV OLIH IURP WDNLQJ WLPH WR DGGUHVV DQ DWV
ZLWK WKH DFWXDO DQG IXB\HAMNUBRQFEACKQ@EQY IRQ &/
IUDXGXOHQW FKDWIH)A SXWGLW PRQLWRULQJ DQG LG
VHUYLEHWLDWLQJ DQG PRQLWQRE L@KHFUWGHW VIUBKIM
DQQR\DQFH RI GHDOLQJ ZLWK D O®H EKWSBIW\DUFHKY XOWLQJ 1L
J WKH LPPLQHQW DQG LPSHQGLORWR®WUD OORMXE DUIEP LG}
SRVHG E\ WKHLU 3, EHLQJ SODFHG LQ WKH KDQGV RI
WKH VIDOHQRDIQBDDVV PHPEMHBRW PDWLRQ RQ WKH ,QWHUQ
K GDPDJHV GWR @XQUGLR@OXH RI W KHEUWIH 8 QURQMMKH VROH
SXUSRVH RI SXUFKDVLQJ SURGRPWV/ UGS DMEOHRIHY I
ORVV Rl 3ODQE@VEIOD VYV FHDHRUV
$ VWXG\ E\ WKH ,GHQWLW\ 7KHIW 5HVRXUFH &HQWHU VKR?Z

E\ IUDXGXOH ®W SHUVRQDO LQIRUPDWLRQ

-DVRQ @&WHi’Bow &DUG DQG ,2FKHIW 6WDWNDWOB¥ OH DW
KWWSV ZZZ FUHG LWMRDQBEAN FRREFE BGNYG ILBR\K MUY XG&VD W LV W LF V
SK®DVW YLVLWHG $XJ


https://www.creditcards.com/credit-card-news/credit-card-security-id-theft-fraud-statistics-1276.php
https://www.creditcards.com/credit-card-news/credit-card-security-id-theft-fraud-statistics-1276.php
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Americans' expenses/disruptions as a result of

criminal activity in their name [(2016]

| had to request government assistance 295%
I had to borrow money 60.7%
Haod to use my savings to pay for expenses 328%
Couldn’t qualify for a home loon 32.8%
| lost my home/ploce of residence 31%
I couldn’t care for my family 346 4%
Hod to rely on family/friends for assistonce 49.2%
Lost out on an employment opportunity 46.3%
Lost time away from school 19.7%
Missed time away from work 55.7%
Was generally inconvenienced 738%
Other 23%
None of these 33%
0% 10% 20% 30% 40% 50% 60% 70% 80%
Source: identity Theft Aesource Center creditcands » com

$FNQRZOMKH GDPDJIHVIQG3 @DDWW LR H P E HILQW W AW G D Q
FXVWRPH XV HE& RV K HW K FVERDRABRI BAAD N F DRV W QAN GG G-HDEIGN
XVHARUH W R\OKR YOIGH WHKYHLHZ DFFRXQWV IRU X DQGNRRWL]H &/ KWL
EDQNV LPPHGLDWHO\ LI WKH\ GLVFRYHU DQ\ X3UDXQBR® L]HG
WKH RVWRNMPEHUV QRZ IDFH D JUHDWHU ULVN RI LGHQWLW\ WK

9 &/$66 $&7,21 $//(*$7,216

30DLRRAULODO FRXQWYV D \RQHE\H KEOWRIBIQEGREY D FODV
DFWLRQ SXUVXDQW WR WKH SURYLXRIRQVL® I3 6 REHEGXHRD OV KRl )
D 1DWLRQ@ZDAH &HILQHG DV

$00 SHUE¥RQX¥WHGAWH GAMERW SUHSBDG G5 BWLW

6DN¥YDNV 2)) 7+ RU /RANGRSYXHEDOORMKH SHULRG IURP
0D\ WK $RMU®

,Q WKH DOWHUQDWLYH WR FODLPV DVVHUWHG RQ EH
DVVHUW FODLPV XQGHU WKH ODZV RI WKH LQGLYLGXDO 6WDW

GHILQHG DV IROORZV
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$00 SHUVRQV UHVLGLQUHYDGHQWRQRBKR QX HBRWKH LU
FUHGLW GHELW RU SUHSRIGGREHEDWVFD)YG7BW D 6D N
VWRQIULIBEDLQJ WKH GMULRG IWRKPRXJK $SULO

WKH 3$8XEHRQDVV’

$00 SHUVRQV UHVLGLQUHWLGDDNWR WZEKRDXDHE VKR U
FUHGLW GHELW RU SUHORIGREHEDRWVFD)YG7BW D 6D N

VWRQKDOLRYXQLOIJ WKH SHULRGVKURRJIRDHASULO
W&EKBHOEBIREREBODV V'

$00 SHUVRQV URQIBLONOEIMRYLGHQWY ZKR XVHG
WKHLU FUHGLW GHELW RU $SDMS¥D2 GHELW FDUG D
DQG RU /RUGVWRDMB® K FGMFLQY WKH SHULRG IURP

0D\ WKURXJK $SULRQQH F@/XERND V&

$00 SHUVRQV UHVLGLQUHMWIGH QRN LGIKRD R\GH ® RAKH LU
FUHGLW GHELW RU SUHSDINY GHPIQ® RDUG DW D 6DN
/IRUG 7DAWRQHORGDANLQJ WKH SHULRG IURP 0D\
WKURXJK $SULO WKH 3)ORULGD 6XEFODVV’

$00 SHUVRQV UHVLGLQJ UEV,0BDHQRMW DR XRDG WKHLU
FUHGLW GHELW RU SUHSDINY GHPIQ® RDUG DW D 6DN
/JRUG 7DAWRUH LQ ,00LQRLV GXULQJ WKH SHULRG IU
WKURXJK $SULO WKH 3, 00LQRLV BXEFODVV’

$00 SHUVRQV HQMWEEQRLE L@RYLGHQWY ZKR XVHG WKHLU

FUHGLW GHELW RU SUHODRIGGREHEDLWVFD)YG7BW D 6D N

VWRUHQ®WXBEXWLQJ WKH SHULRG IURP 0D\ WKUR XJ
WKH 3. HOWKFEDVV’

$00 SHUVRQV UHVLGLQUHMVLGEH@WWHUXKR RWHGRWKHLU

FUHGLW GHELW RU SUHSDIN GQH)PQ® RDUG DW D 6DN

IRUG 7TDAWRUH LQ 1HZ -HUVH\ GXULQJ WKH SHULRG
WKURXJK $SULO WKH 31HZ -HUVH\ 6 XEFODVYV

$00 SHUVRQV UHVLGLQUHWLGHGWAR UZKP X HGRWKH LU

FUHGLW GHELW RU SUHSDINY GHPIQ® RDUG DW D 6DN

JRUG 7DAWRWH LQ 1HZ <RUN GXULQJ WKH SHULRG Il
WKURXJK $SWIH 31HZ <RUN 6XEFODVV’

$00 SHUVRQV UHVLGLQJ LQUHQGWQWDN QLAXRD RGHGR Q

WKHLU FUHGLW GHELW RU $SDMSYD23 GHELW FDUG D
DQG RU /RUG/WRDKORQ 3HQQV\OYDQLD GXULQJ WKH SHUI
0D\ WKURXJK $SULO WKH 33HQQV\OYDQLD 6)

$00 SHUVRQV UHVLGLQJUMYLGHOW VD @XRKYHG WKHLU
FUHGLW GHELW RU SUHS®RLEVGHELWREBUG DW D 6D
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LQ 7H[DV GXULQJ WKH SHULRG IURP 0D\ WKURXJ
WKH 37H[DV 6XEFODVV’

([FOXGHG IURP WKH &ODVV D Q® G\ EHIOLD ® VMW HYU HS CHUH
VXEVLGLDULHV HPSOR\HHV RIILFHUV DJHQWV DQG GLUHF
SUHVLGLQJ RYHU WKLV PDWWHU DQG WKHMXGREIDWD/ VRVDW KH LU

&HUWLILFDWLRQ RI| 30DLQWLIGH] WOMPWARQWODVVDSSUR
30DLQWLIIV FDQ SURYH WKH HOHAMGGHWEDR LW XKMLQJFWEHPV DRE
ZRXOG EH XVHG WR SURYH WKRVH HOHPHQWY LQ LQGLYLGXDZC

IXPHURVHMHUDO 5XOH RI &LYLO JFURFPABXEHUV BRI Wk
& ODD/YG 6 XE POBVWRIQXPHUR X\R I[IMED DN M PHPEHU VLEZRXDBEWEHRD E OH
2Q LQIRUPDWLRQ DQ® GG OfXPFBBBNAY QXPEHMHRY WKIRW KXQGUH!
WKRXVDQGV

&RPPRQDOLW\ DQG 3YHGRIRLIDO QFKOH RI &LYLO 3URFHG
DQG E&RPPRQ TXHVWLRQV Rl ODZ DQBQKD FoW BFEEWWD VDQRS D
SUHGRPLQDWH RYHU TXHVWLRQVDRGHFEXNRIRE RQVD\ 6 RGK YFLIRPPR
TXHVWLRQV RI| OD#teRdlaIDFW LQFOXGH

D :KHWKHU 'HIDQGEHQWWR XVH UHDVRQDEOH FDUH DQG
PHWKR G VX U¥HR D\QGF VIOBUGDIDE &DQ V6 X EPHPENMY YV
3ULYDWH ,QIRUPDWLRQ

E :KHWKHU 'HISQRBDWOA LPWRMRKHMWORBIGHG VHFXULW\ Pt
SURVEPBIQWILQIG &DQBV6XEPFHPEMVWILYDWH ,QIBBEPDWLRQ
XQDXWKRUL]JHG FDSWXUH GLVVHPLQDWLRQ DQG PLV]

F :KHWKHU 'HIWREDNQWWDVRQDEOH PHDVXUHV WR GHWE

6HFXULW\ % WHKBIRKY WIWHDUQHG RI VDPH
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G :KHWKHU 'HIHQGDQWV GLVFORVHG 30DLQWLIIV] DQG .
QIRUPDWLRQ LQ YLRODWLRQ RI WKH XQGHUVWDQGLQJ Wk
GLVFORVHG LQ FRQILGHQFH DQG VKRXOG EH PDLQWDI

H :KHWKHU 'HIFRQORMW FRQVWLWXWHY EUHDFK RI DQ L

| :KHWKHU 'HIHQODDWY URENQHN@®®IO\ IDLOHG WR PDLQ\V
H[HEFEXWH UHDVRQDEOH SURFHGXUHV GHVLJQHG WR
30DLYWIQG &MOE \6 XEFHE@BMUMIYYBWH ,QIRUPDWLRQ

J :KHWKHU 'HIEQGZHIWYIHQW LQ IDLOLQJ WR SURSHUC
30DLOWIQY &MOE \6 XEFHE@BEMUIYBWH ,QIRUPDWLRQ

K :KHWKHU BDRGQWKH RWKHU PHPEHUV RY)WHKH @WDWD HD
WR GDPDJHV LQMXQFWLYH UHOLHI RU RWKHU HTXL)
GDPDJHV DQG UHOLHI
'HIHED QMQIDJIHG LQ D FRPPRQ FRXUVH RI FRQGXFW JLYLQ

VRXJKW WR EH HQIRURHG BN MEGIEREQE® HVYWKHU & O DRHPBHGY 6 XE F ¢

6LPLODUGRQWLRBPRQ ODZ YLRODWLRQV EXVLQHVY®YRSQNHG®VLFF

,QGLYLGXDO TXHVWLRQV LI DQ\ SDOH E\ FRPSDULVRQ LQ ERWK

FRPPRQ TXHVVBLRHBR R RBMWN DEWLRQ
7\SLEFDPPHB®NMUDO 5XOH RI &LYLO 3OREGVEXOIMPY DUH

W\SLFDO RI WKMW KODRRVKERQGE&OOFHMPEHWY EHFDXVH DPRQJ RWK

&ODVV PHPEWIPYORERMNUHG '"WHKURCIK@WM UP PLVFRQGXFW GHVF!

DQG ZHUH WKXV DOO VXEMHFW WR WKH 6HFXULW\ %UHDFK D

DYDLODHIKHQ GMRID/W DUH XQLVXH WR 30DLQWLII
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$GHTXDF\ Rl 5HSUHVHQWDWLRQ2)HGHUDO 5XOH RI &L
30D LYW UBHG H T X D WIHQ & CEXARHCEUHMHEMFIDW K MUV HUHVWY GR QRW
ZLWK WKH LOQWHUHVWD QBRI S\KKPFIGRRMRIMNUWAK OB VW R WS HADHYGIW
UHWDLQHG FRXQVHO FRPSHWHQW D DRQ HJSHMIDIDIERBDEQW® IFRPS
SURVHFXWH WKLV DFWLRQDQERERGMQW HKH\QDD VOO EH IDLUO\
SURWHFW H G/ EQVS IOHBR & QALHIO

,OQMXQFWLYHH 6HODHD 5XOH RI &LYLO SHIRIDM®QYW E
DFWHG DQG RU UHIXVHG WR DFW RQ JURXQGV WKDW DSSO\ JI
LOMXQFWLYH DQG RU GHFODUDWRU\ UHOLHI DSSURSULDWH Z
E

6XSHULRHIBM\UDO 5XOH RI &LYLE 3URFHOGXWH DFWLRQ
VXSHULRU WR DQ\ RWKHU DYDLODEOH PHDQV IRU WKH IDLU L
DQG QR XQXVXDO GLIILFXOWLHY DUH OLNHO\ WR EH HQFRXQW!
GDPDJHV RU RW KM LPEDRYF MDXOIHEBIGG EW K3HO DRNDEME U6 XRETDDW V
PHPEHUV DUH UHODWLYHO\ VPDOO FRPSDUHG WR WKH EXUG
LQGLYLGXDOO\ OLWLJDWH 'HVKIQIGD BRDARY DREDGVVEH LPSUDFWLFL
PHPEHUWR LQGLYLG XD OO\ 'WIHIQANBRIHVY FRQGXFW XPBQ LI &
BXEF®HMPEHUVY FRXOG DIIRUG LQGLYLGXDO OLWGLYMWD® LW Gt
OLWLIJDWLRQ FUHDWHY D SRWHQWLDO IR LIGFRIHMVLWAWH QM HR
DQG H[SHQVH WR DOO SDUWLHV DQG WKH FRXUW V\VWHP %\
IHZHU PDQDJHPHQW GLIILFXOWLHVDVMLQGOIS URGME E MVFDVKLIR E HQF

VFDOH DQG FRPSUHKHQVLYIMHY XEHUWLVLRQ E\ D
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9, &$86(6 2) $&7.21

&2817 ,
1HJOLJHQFH

2Q %HKDOI RI 30DLQWLIIV DQG WKH 1DWLRQZLGH &ODVV RU
6 XEFODVVHYV

30DLQWEHD QG UHOHJH 3D WKURXIRV LI IXOO\ VHW IRUWK

8SRQ DFFHSWLQJ DQG VIWMRYEGEQSY OW KN I REP EWRENPEY X W H U
VIVWHPV DVEEQRR® ZRWIMYDGXQWMUWRRN DQG RZHGDDGE XWD WR
PHPEHUV WR H[HUFLVH UHDVRQDIEHO®XDUF® UMKIWR NHRXPBHW DR
FRPPHUFLDOO\ UHDVRQDEOHH®BMNQR® VW KIRVZERKBRLYDWH DQ
FRQILGHQWLDO DQG VKRXOG EH SURWHFWHG DV SULYDWH DQ

'HIHQGDQWV RZHG D GXW\ RI| FIDWQE @RDP WMPR3HAXRM H F W
DQ XQUHDVRQDEOH ULVN RI KDUP EHFDXVH WKH\ ZHUH IRU
LQDGHTXDWH VHFXULW\ SUDFWLFHYV

'HIHQGDQWYV RZHG QXPH UR X\D @&X 0BV VWA BEDWQ WLQF OXG
IROORZLQJ

D WR H[HUFLVH UHP REQYDEQHQ FDUMWDLQLQJ VHFXULQJ \
GHOHWLQJ D GGG WEWM¥MAMDLUR Q

E WR SURWWEFQJ UHDVRQDEOH DQG DGHTXDWH VHFXULW
DUH FRPSOLDQW ZIWDKQ GBAXEWRIUDFWLFHY DQG

F WR LPSOHPH QWI XA FR PN VWHWHFER D GDWD EUHDFK DQG
ZDUQLQJV DERXW GDWD EUHDFKHYV

'"HIHQGDQWKR EUHDFKHG W RHLQGC GRXAOD\VWRBPPHQW LWIR D
SURWHFW DQxZEVMNIQRXDUI®\ GLVUHJDUGLQJ VWDQGDUG LQIRUPL
GHVSLWH REYLRXV ULVNV DQG E\ DOORZLQJ XQPR®LWRUHG
)YXUWKHULQJ WKHLU '@LOQ®RMMNOISEG DWWRLSHWRYLGH DGHTXDWH

RYHUVLIKW3 ,RUIWMKKHAKLFK WKH\ ZHUH DQG DUH HQWUXVWHG LQ V
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IRUHVHHDEOH OLNHOLKRRG RI EUHDFK DQG PLVXVH ZKLFK S
30DLQWIQG &ODVWIFHPEHVXVH3 WIKHs LQWHQWLRQDOO\ GLVFORVH
FRQVHQW

'HIHQGDQWYV NQHZ RU VKRXOG KDYH NQRZQ RI WKH UL\
VWRUILQMWKH YXOQHUDELOLWLHV RI 326 V\VWHPV DQG WKH
'HIHQGDQWYV NQHZ DERXSWXEXPHURDG/ GIHMWOD EUHDFKHV ZLWKLG
LQFOXWKERDQ VHFXULW\ IDLOXUHV LQ WKH ODUFK SXEOLF
LQIR U PDIVQ®R (H Q G BQWYLIRXV DGPLVVLRQV

'"HIHQGDQWYV NQKIZYHR NQRZDX OWKDW WKHLU GDWD V\VWH
QRW DGHTXDWHO\ ¥ DG XOA0e/\8 ®PIPEW UM Y

'"HIHQG D QW V WKUEMWLKH/GWR BQDLGBHDREH UV E\ IDLOLQJ
SURYLGH IDLU UHDVRQDEOH RU DGWHKRWHNF RSREXWHE HWA VW
30DLQWIQL/ &ODVV BHPEHUV

%HEFDXVH 'HIHQGDQWYV NQHVEVWKBPW ZIRXOGH B BRDREH PLOO|
WKHMXYWRPHUV LQFOX®LE &ODMMWPIHPEHUV 'HIHQGDQWV KDG
SURWH F D/WWDKWW\UWE BYF RQWDWRHG WKHUHRQ

'"HIHQGDQWYV KDG D VSHFLD O/ DHE0OODMR/QRHPEH WAL W KO B DX
DQG &ODVV PHPEHUVY ZLOOLQJQHVV WRDHQWUNGWFDMHGGR
XQGHUVWDQGLQJ WKDW D'NH QE®QTAD VLR X®E FWULW\ SUHFDXWLF
'"HIHQGDQWYV KDG WKWKB/EMWHEYV VBRWEKMKMHFRUHG RQ WKHP |U

'HIHQGDQWVY RZQ FRQGXFW DOVR FUHDWING®QS IRUHV]
&ODVV PHPEHU3, DI QGKHQWYVYT PLVFRQGXFW LQFOXGHG IDLOL

RVDOH V\VWHPVY GHVSLWH NQRZLQJ WKHLU YXOQHUDELOLWLHV
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SUDFWLFHYV LPSOHPHQW DGHTXDWH V\VWHP DOQWGNHPMQW |

SROLFLHVY DQG SURFHGXUHV QHFHVVDU\ WR SUHYHQW WKLV "

'HIHQGDQWYV DOVR KDG LQGHSHQGHQW GXWLHV XQGH

WKHP WR UHDVRQDEOYDWWIGHSRDYVE BODOERIRMERIREWO\ QRYWWI\ WKH

WKBHF XULW\ %UHDFK

'"HIHQG D QW V WKHIMMWAKINGWR BQG LQDOVN PHPEHUV LQ QXPI

ZD\V LQFOXGLQJ

D

WKHLU

3,IURP

E\ IDLOLQJ WR SURYLGH IDLU UHDVRQDEOH RU DGHT
VHFXULW\ SUDFWLFHVIWRGV R DX PG PEFDUNIW LIV

E\ FUHDWLQJ D IRUHVHHDEOH ULVN RI KDUP WKURXJK WK
GHVFULEHG

E\ IDLOLQJ WR LPSOHPHQW DGHTXDWH VHFXULW\ V\VYV
VXIILFLHQW WR §0ORW HEOD ¥ U L3, @ REWKYEH IRVBHY DQG D
OHDUQLQ 8 HEXWHIAHD F K

E\ IDLOLQJ WR FRPSO\ ZLWK WKH PLQLPXP LQGXVWU\ GDV
SHULRGERFXEKBMDFK DQG

E\ IDLOLQJ WR WLPHO\ & DVF® R\OHD WWKB WPEEB BNEMDL |1V
LPSURSHUO\ DFFHNYHG RU

TKURXJK 'HIHQGDQWVY DFWV DQG RPLVVLRQV GHVEFL
IDLOXUH WR SUR YW &HHDUD@X-UTHX DVRH SVUIRRGY& O0 8 B (PE@ BH.UIV

EHLQJ IRUHVHHDEO\ FDSWXUH® DOBHPVWG/ HGLVVHRAQ

XQODZIXO O\WKHEHIMWAKWR® XVH UHDVRQDEOH FDUH WR DG HTXDW]

DQG &0ODVV FBXPHQN WKH WLPH LW ZDV ZLWKLQ 'HIHQGDQWVTY SR

7KH ODZ IXUWKHU LPSRYHWHDQQDIBDI@VINA PHOAHG GVAWRVH

XQDXWKRUL]J]HG DFFHVWRODIGQWRE IWKRI SMCH V' RHAECHY W IVIRHW K
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DSSURSULDWH PHDVXUHV WR PLWLJDWH GDPDJHV SURWHEW I
PLVXVH RBWKHLU

'HIHQGDQWYVY IXUWKHU EUHDFKHG WKHLU VWDWXWRU\
IURP KDUPV FDXVHG E\ GDWD EUHDFKHW R XNGOIXGH QY REXDE Q@HR \F
WR SURMPISRRWBG E\ 6HFWLRQ RI WKH )7& $FW

7TKURXHIHQGD QWPQGDERUVVLRQV GHVFULEHG LQ WKLV &R
'HIHQGDRMOXUH WR SURYLGH WGHDIDIDW H WHEDE@MNYISTFQG D V V
PHPEHW/JURP EHLQJ IRUHVHHDEO\ FDSWXUHG DFFHVVHG Gl
'HIHQG BQWIVZ X O O \WEKEKMAKWR XVH UHDVRQDEOH FDUH WR DGF
30DLAWIQY & ODVV 3RBREHQN WKH WLPH LWQ ZOSREMWIKQLRQ RU FR(

)XUWKHU WKHBRKXOXUH WR GLVFRYHU WKH EUHDFK IRU
'HIHQG BQUWYHQWHGD @QOD&QBALYI PHPEHUV IURP WDNLQJ PHDQLQ
VHEXUH WKHLU ILQDQFLDO GDWD DQG EDQN DFFRXQWYV

8SRQ LQURQPDQG HIHQGHIMSMM SHUO\ DQG LQDGHTXDWH
30DLAOWIQE/ &ODVV PIHPBHYVIWLRQ RI VWDQGDUG LQGXVWU\ UXOH!
DW WKH WLPH RI WKH 'KODXGXRMNAHEB WRFWOWH SURSHU VHF
SURWEFVAVWDIQ & ODVV \PHPEBKWHRPHD VDGMY FULEHG LQ WKLV
FUHDWHG FRQGLWLRQV FRQGXFLYH WR D IRUHVHHDEOH LQW
DEFHVV3RI WKH

'HIH QG DRRQGKFW ZDV JURVVO\ QHJOLJHQW DQG GHSD
VWDQGDUGV RI FDUH LQFOXGLQJ EXW QRW OLRDWOLEIJWWR I

FRQGXFW UHJXODU VHFXULW\ DXGLWYV IDLOLQJ WR SURYLGH
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KDYLQJ DBPENMYWIORY &ODVV PHPBIUMILOLQJ WR/ BOQBY&GHVYOD
PHPEHUV ZLWK WLPHO\ QRWLBHKW KD BHWIKH ER RS$IQR PWY ¥iHG

1IHLWKHU BQRUOWIKH RWKHU &ODVV PHFPHERUNUFARGW ULE
DQG VXEVHTXHRQW KMDAKGHVFULEHG LQ WKLV &RPSODLQW

$V D GLUHFW DQG SURIHPD\BFRGAIFWH VRDOQ GQ\& DID V V
PHPEHUV VXIIHUMGDGDPDHIGY DERYH

&2817 ,,
%UHDFK RI ,PSOLHG &RQWUDFW

2Q %HKDOI RI 30DLQWLIIV BQ® WWKHRLD V$ICRQALUGHD WLYH O\ 30DL(
6XEFODVVHYV

30DLQWHEHD QG DUBOHJH 3D WXURXSEV LI IXOO\ VHW IRUWK

'"HIHQGDQWYVY VROLFLWHN® QI &ODDMLVPHBEBONLQ\WLVKR S
VWRUHY DQG PDNH SXUFKDVHV XVLQJN DWKG® L8O B VW GIHP BRI G HEF
'"HIHQGDQWVY RIIHUV DQG XVHG WKHLU FUHGLW JRAWBHHUW FD

'KHQ 30ODLRQ@WGIIKODVYV PHPEHUV PDGH DQG SDLG IRU S
VHFUFHVY DQG SURGXFWV 3 WRH\HSHIRZDGWE W RHIMRQGR&QD V3 Ol
PHPEHUV HQWHUHG LQWR LPSOLHG FRQWUDFWV ZLWK 'HIHQGI
VDIHIJXDUG DQG SURWHFW VXFK LQIRUPDWLR@,DQG WR WLPHO

30DLQWQIE &0ODVV PHPEHUV ZRXOG QRW KDSYHLWKRYLG!
'HIHQGDQWYVY LQ WKH DEVHQFH RI WKH LPSOLHG FRQWUDFW Et

30DLQWLIIV DQG &ODVV PHPEHUV IXOO\ SHUIRUPHG WKHLU
FRQW UD FARM W (Z& VEW V

'HIHQGDQWY EUHDFKHG WKH LPSOLHG VAEORYXDBNEDBWY V
PHPEHUV E\ IDLOLQJ WR VDMHDRBUB\ DQGLNIRW R PMLRHOALIG HW F

ZLWKLQ D UHDVRQDEOH WLPH
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$V D GLUHFW DQG SUR[LPDWH UHVXOW RI 'HIHQGDQW
EHWZHHRQOQGDQWV 30DLQWLIIV DQG &0ODVV PHPEHUV 3O0ODLQWL

ORVHVY DQG GDPDJHV DV GHVFULEHG LQ GHWDLO DERYH

&2817

L1

8QMXVW (QUKKIORHR@MW UDFW
2Q %HKDOI RI 30DLQWLIIV DQG WKH 1DWLRQZLGH &ODVV RU
6 XEFODVVHYV

30DLQWHBHDWODQBJHHWKH D OO HBDW DR Q WEKRIWD LQH G
DV WKRXJK IXOO\ VHW IRUWK KHUHLQ

30 DQG &ODVV PHPEHUV FRQIHUUHGHIMWQBR QMWD U
6SHFLILFDOO\ WKH\ SXUFKDVHBIHQRKD @B/ G RWHHIXGME BWVKA U R P
WKHLU SDOPRIQRDWLRQ ,QOIFRDGIKEOBDVV PHPEHUV VKRXOG KDY
'HIHQG WWVIJRRGV DQG VHUYLFHV WKDW ZHUH WKH VXEMHFW
HQWLWOHG WR 8DRWHRBYE WKBIQUAH TXDWH GDWD VHEXULW)\

'"HHQGDR@HZ WKDW BQBLRWDNVY PHPEHUV FRWKHRIHG D
DQG DFFHSWHG DQG KDV DFFH S VHHIEQ & BQARAVDHIODEIPKIDWY E
SXUFKDVHV DQGTRQBG&BDON VEMEIBMHXVIQHVY SXUSRVHV

'HIHQG DIQWPY G WR VHFXQG SODVYQ\PIBPEHUWEHUHIRUH
QRW SURYLGH IXO0 FRPSHQVDWLRTD (RY &\XBV & HIDH PIERFY UG G3 OD L Q

'"HIH QG D © WXL UBLGVRUIRKIK LQH T X L WVIKEDXLI®O HEH BMRVGR.V F OR V H
LOD®GBHWH VHFXULW\ SUDFWLFHV SUHYLRXVO\ DOOHJHG

,| 30DMOMQE &ODVV PHPE HHUIW QG@RMOGK QRW VEBEXUH WK

XVLQJ DGHTXDWH VHFXULW\ WKH\ ZRKOOTGC @WRWIDY H PDGH SX

AWMV DQG &0ODVV PHPEHUV KDYH QR DGHTXDWH UHPHC
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8QGHU WKH FLUFXPVWD QFH V H LW\Q BRVEDGE\E B EKQRLXVWH IR UV
DQ\ Rl WKH EH @OMWYQWKO@DYYV PHPEHWKHPRQIHUUHG RQ

'HIHQGVRWXOG EH FRRYBROHG LWRR D FRPPRQ IXQG
WUXVW [RU W OBNME DQHE L0 RV\E PH P E H UW KEQUMXEHNHIE VU WKW H G
WKHP ,Q WKHHIOOEDRBRMWAYHEH FRPSHOOHG WRODEVOQG WKH I
&ODVV PHPEHUSLR G

&2817.9
%UHDFK Rl &RQILGHQFH

2Q %HKDOI RI 30DLQWLIIV DQG WKH 1DWLRQZLGH &ODVV RU
6 XEFODVVHYV

30DLQWHBWDW DQBJHHWKH DOOHJDW LR QWKIURQAWDLQHG
DV WKRXJK IXOO\ VHW IRUWK KHUHLQ

$WD QPH\® PUIODLOWDEY UP PEHU VOB ERYYV VZEHHQGWV V
'"HIIQ@QW H U H OIU HR WKH R Q ILBGI@RY H O WMIY®l DX UIR-8 OD LW DIQ/G
& ODPHEWBULY,RIRIPDWRRRQ®@ LIV DQG &ODVE HGPEHEIW\S UR YL

$V DEH GK W H LQGDE R Y HH @) W VIRIQMKOVBR QD LY WD 1@ & V
PHEHUXDVJRYBH&\ H[SHFWDWIGOQ@W DG/ &YV PHPEBULYD W H
,QIRUPDW DAGE  RFRE VRW HGQGSD RWHE RKBHOFDG ZRXOG QRW EH GLV
W XRWKRUL]JHAMNKLUG SDUW

30DLQ\MGIODY HPEHY $SEBBY WHKHESH3ULYDWH ,QIRWRDWLRQ
"HI ) GQW IMHAH HSOE WQ P § ILWWX Q BN JV 'WIKII\E Z@DGS U R \I AR
SHUWHWLYDWH , QMNRELHYIRE DD W B X\Q BOR) HIGS VUH

30DL@W QG V&/O PH P EVHRSW FOYQ. GUUG MWKHH 3ULYDWH , QVRUPD W LI

"HI ) GOW IMHAHH S 6L VO GIFSLE WQ GG Q J  WHIB®/G D Q W W DBRIBOGN LR Q V



Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 55 of 93

R W MFEDMYDWH ,QIRRIP DEWRERGAAP RMMX  VIX¥ KR O @R YISFRIS OH V
RI LRU PD WRLORUS UFDF V

'HIIQE@W YRILVOCWHIYG LQ PR B QIEIGIW IO YGV \& ERPEW
3ULY,QIRHPDEWREK SO WGL /XK D WU MWIOMH ,QIRIRPOOVLRORW RW GLVFO
GULWPHQDH/GRHSEGL R U XIQOWKRUL]JHG WKLUG SDUWLHV

'XH WRIHQG D QO FNV B LTHH COMAVIY R D YRLG W KH%EBF KU LW\
IURP REB.E\ inter alia 100 L QW RORZBH V R/UIPR) QV X W\S B WH W R FKUH
30DLAVWILQIR UY PEHPUMILYDWH ,QIRBCHINGURLQ®ODY PEHHPUS P LY D W H
,QIRUPDW BR®ER V H GL\EIS G BEHE R X QIHGWKER. WG D BO® LAWDIQ
&ODPHEWY ARGIQFH D QM LEE WH/RSBV QLR

%W IR 'HIH Q GMVQ G L VIFFORIS®D LW (DO/& U PER/ T3ULYD W H
,QIR UPD WQR.RR QRM L VE Kl 1 QBN G LRIFQ | LFA-HYH B U LY QMU PD W LR Q
Z ROGB WIYK E QHF BR /L VW R DHG D PYHH QGXB H B\ QBW KRIIGW KLU G
S D WWHIH Q BMEH F X Yo KHBZ D \KHG VD Q GD ® BIHRW KMKM 30D LW DIQG
&YV PHRPEHAWLYDWH MFEOPBAVHR/QYD W RD/J

7KHEX\DQ&D PBODLYWINE IV V P H P E MHUWHZD W KBV FOD O\
IR \HIDOHJ FOVIR | ' IDIGIMVX Q@ KR HIG V& RVHR BODLOWLD @BV&PHPEHU V
3ULYDWH ,QIRHHDG\NHRYGME K HFLRJP SHXONVRY DWW KO R O RRUBFRE W LMQ G
VHRL 30DLAWIMNE& DYV PEW T3ULYDWH ,QIRDGEIPMERRQVFKUW \
Y X QUIHEL HOV/L \BE VHFH IGIGDWIEL O HGRR ELY H L QUGAXWWAEDULGY | RILRRIV\M EX U
SUWEFHYV

$V D GLUHFW DQG SURMHODWERG®XMN RIODLQWLIIV T

PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH
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&2817 9
9LRODWLRQ RI $ULJRQD &RQVXPHU )UDXG $FW
$UL] 5HY 6WD Wsed
$VVHUWBHEDEQ@LIKW RQ EHKBOL]RQWKEKEFODV YV
30DLQWLII33@DKQYWLII ~ IRU SXUSRVHV RI WKLV &RXQW
RI WRAVKHU $UL]JRQD 6XEFODVV PHPEHIHV WHSHDWOHDDGLR Q'
SDUDJUBVEKRXJIOV WKRXJK IXOO\ VHW IRUWK KHUHLQ
'HIHQGDRKMMWH RSHUDWLQJ LQ $ULJRQD XVHG DQG HF
DQG XQIDLU DFWV DQG SUDFWLFHV IUDXG PLVUHSUHVHQWD
RPLVVLRQ RI PDWHULDO IDFWV ZLWK WKH LQWS$SUM VWIKROQV DR\
RPLVVLRQ LQ FRQQHFWLRQ ZLWK WKH VDOH DQG DGYHUWLVHPHQW
t $ 7KLV LQFOXGHV WWWHLVR QRRZDQRLWHG
D 'HIHQGDIMMWG WR HQDFW DGHTXDWH SULYDF\ DQG V¢
$ULJRQD 6XEFODVV PHPEHUVY 3, IURP XQDXWKRUL]
EUHDFKHV DQG WKHIW ZKLFK ZDV D GLUHFW DQG SU
E 'HIHQGDIQWWG WRS MDD M VBILRQ IROORZLQJ NQRZQ VHF
F\AEHUVHFXULW\ LQFLGHQWYVY ZKLFK zZDV D GLUHFW D
%UHDFK
F '"HIHQGDNQRZALQJO\ DQG IUDXGXOH QWK PR XOIES BBV B QVDH.C
DGHTXDWH GDWD SUID¥LFBIYGDQBFEURFHGXUHY WR \
6XEFODVV PHPEHUVY 3, IURP XQDXWKRUL]JHG GLVFOR
WKHIW

G 'HIHQGDNDQWXLQJO\ RPLWWHG VXSSUHVVHG WKXMPEUWFRQF

SULYDF\ DQG VHFXULW\ SUIRWNKERMMLBRQY PRPBEWKHN f$3L]R



Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 57 of 93

H 'HIHQGDQ®RYLQJO\ DQG IUDXGXOH QMKEAR RDVGU KPS DN Q
ZLWK WKH UHTXLUHPHQWY RI UHOHYDQW IHGHUDO D¢
DQG VHFXULW\ RI $UL]JRQ®, 6XEFODVV PHPEHUVY
| 'HIHQGDHM\UNG WR @PDWXM SULYDF\ DQG VHFXULW\ RI $!
PHPEHWBYILQ YLRODWLRQ RI GXWLHV LPSRVHG E\ DSSO
LQFOXGLQJ EXW QRW OLPLWHGH WRRW KRPWH) WH R W HRSQ HM® |
ZKLFK ZDV D GLUHFW DQG BBRULRDWHUHADEKKH RQGVKH
J '"HIHQGIDQWMG WR GLVFORVH WKH 6HFXULW\ %UHDFK V
LQ D WLPHO\ PDQQHU LQ YLRODWLRQ RHWUVHBHY 6WDW 1
7KH DERYH XQIDLU DQG GHFH SWIHQG BRWR WRARM O QG
XQKIMIDO RSSUHVVLYH DQG XQVFUXSXORXV 7 K3DIH QW MM BFRQGKV H (
$ULIRQD 6XEFODVV WKDW WKH\ FRXOG QRW UHDVRQDEO\ DYRLG
EHQHILWY WR FRQVXPHUV RU WR FRPSHWLWLRQ
'HIHQG NN@WY RU ROKRX OI®R 2AQKMURPS XWHU V\VWHPVY DQ
VHFEXULW\ SUDFWLFHV ZHUBODQR & HWME B WHIGRRO b D6 X EEDDE V' PH
DQG WKDW WKH ULVN RI D GDWD EUHREK REWWR DM ZHDAH KQH K
NQRZLQJZDQGIXO DQG RU ZDQWRQ DQG UHFNOBVYWRMWEKQGE H V ¢
$UL]JRQD B6XEFODVYV
$V D GLUHFW DQG SURIHPGWEREKEW RIODLQWLIIV T
PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH
30DLQWLII DQG WKHYI$H N]PRD HO/XE B O BWHQIGHI QP LQ V W

DPRXQW WR EH GHWHUPLQHG DW WULDO
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30DLMMIGI WKH $ULIRQD 6XEFODVV DOVR VKRN DW RUG
XQODZIXO DQG RU GHFHSWLYH SUDFWLFHV DWWRADQBD/H Ol H

XQGHU WKH $UL]JRQD &RQVXPHU )UDXG $FW $ULJRQD 5HY 6W

&2817 9,
9LRODWLRQV RIQ&DIAL IKRRIRAHDWLWLRQ /DZ
&DO %XV $QG 3URI &RGH ft et seq.

$VVHUWHG BA 3RGRQVBDDEE EHKDOI Rl WKH &DOLIRUQLD 6
30DLPWAXIG R OSKLD/Q G3OOLORMLIBXUSRVHY Rl WKLV &RXQ!
DQG RQ EHKDROWHRHUKHDOLIRUQLD 6XEFODVVO®HPHE HWKH DIOSHD
FROQWDLQHG LQWKRXJIWD S K XD O KRHKK IRRIMDK
8&/ t SURYLGHV LQ SHUWLQHQW SDUW WKDW 3X
LQFOXGH XQODZIXO XQIDLU RU IUDXGXOHQW EXVLQHVV SUDFWLF
8QGHU WKH 8&/ D EXVLQHVV DFW R U SWIDFWILFH YLIVR O
DQ\ HYWDEOLVKHG VWDWH RU IHGHUDO ODZ
'"HIHQGDQWVY IDLOXUHV WR LPSOHPHQW DQG PDLQWD
WR WLPHO\ DQG SURSHUO\ QRWLI\ 30DLQWLIIV DQG &ODVV Pt
DQG FRQWLQXIDVZ IWA EBVEXBOHQGDQWY EUHDFKHG WKHLU LPSOL
YLRODWHG WKH &DOLIRUQLD LOQFDXGLIQU E XU SO 8 L F U\ BREKAN
DRIBFWLRQ RI WKH )7& $FW
$V D UHVXOMQGRDXQUODIZIXO EXVLQHVYV DHIMQGIDXREN B U |
XQODZIXO0O\ REWDLQHG WRQBODVRPPEPPDHQWLII
8QGHU WKH 8&/ D EXVLQHVV DFW RU SUDFWLFH LV 3X
VXEVWDQWLDOO\ LQMXULRXV WR FRQMXPHQG LIRHRPRUDIDVWQISV
RSSUHVVLYH DQG XQVFUXSXORXV DV WKH EHQHILWV IRU FRP

E\ WKH VHYHULW\ RI WKH KDUP WR WKH DOOHJHG YLFWLPV



Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 59 of 93

'HIHQG FRWSBPWH JH GZ IKH DIPIG) FRQWLQXHV WRR VEKH RU Q
FXVWRPHUV DV LW LV ERWK LQMXULRXV DQG 'XQDQ B IDCQWW R W KR \
DQG REOLJDWLRQV WR PDLQWDLQ DQG LPSOHPHQW UHDVRQD
EUHDFKHY +DYLQJ OD[ GDWD VXDWHIGN LQPWRN XGLVY ORNCIUM  IRD
FXVWRPHUVY SD\PHQW FDUG LQIRUPDWLRQ SURYLGHV QR E|
'HIHQG FRWEXFW ZDV DQG FRQWLQXHV WR EH 3XQIDLU " XQGHU WK

$V D UHVMOVQGD@VVIIU EXVLQHVV \DFWYQOG RIWSUDF WL
XQIDLUO\ DQG XQODZIX0OO\ REWDDIHEG ARREH UVRR| 3WRHQAQDIV V

)XUWKHU 'HIHQGDQWYVY KDYH IUDXGXOHQWO\ RPLWWHG P
WKH 8&/ E\ IDLOLQJ WR GLVFORVH WKHLU LQDGHTXDWH GDW
FRQVXPHUV DV WKH\ ZRXOG QRW KDWIH GXDBOMBMHE KBIBPVH IHRE
GLVFORVHG WKH LQIRUPDWLRQ )XUWKHU 'HIHQGDQWYV KBDG D GXV
DQG PHPEHUV RI WKH &DOLIRUQLD 6XEFODVV EDVHG RQ WKH
GHPRQVWUDWH WKH IROORZNVNQDQG & B O-LORDMVDY 6 XEOA MWL IR H
VSHFLDO UHODWLRQVKLS DULVLQJ IURP 'HIHQGDQWVY UROH L
GDWD IHQEDQWY KHOG H[FOXVLYH NQRZOHGJH RI WKH PDWHL
GDWD VHEXULW\ PHDVXUHV ZKLAKQBHEGD @R W HRERADY WB Q830 D L (
PDGH D SDUWLDO PLVUHSUHVHQWDWLRQ ZAXRPHZB ¥ UDWW DWH
ZRXOG EH VHFXUHG VXSSUHVVLQJ WKH PDWHULDO IDFW WKD\

$V D GLUHFW DQG SURIHPGWHERQEDKIM RBIODLQWLIIV T
PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH

3ODLQWHAXW WKDW WKL\HIERBDWRAQWR@OWLQJ WKH

YLRODWLQJ WKH 8&/ LQ WKH VDPH ZD\ LQ WKH IXWXWHs DV G
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PHPEHUV RI WKH &0ODVV PD\ EH LUUHSDUDEO\ KDUPHG DQG RU

LIVXFK DQ RUGHU LV QRW JUDQWHG

&2817 9,
9LRODWLRQV R&ROOQKRHUQYD/HIDO 5HPHGLHYV $FW
&DO &RWGHT et seq

$VVHUWHG BA 3®GRQSBDDQE RQ EHKDOI Rl WKH &DOLIRUQLD
30DLQWIXG R OSHD DG 3UDLIRWLIS XUSRVHV Rl WKLV &RXQ!
DQG RQ EHKDROWRHUWIKHD OLIRUQLD 6XEFODV/OGHPHEHWKH DIOSHID
FRQWDLQHG LQWNEDRPIDD BKRXIK IXAOH UHHWY IRUWK
7KH &RQVXPHUV /HJDO&BDIORHGLAIVD $BWYd @q. & REH t
3&/5$° KDV DGRSWHG D FRPSUHKHQVLYH VWDWXWRU\ VFKHPH
LQ FRQQHFWLRQ ZLWK WKH FRQGXFW RI D EXVLQHVV SURYLG
SULPDULO\ I®UIBRU®RQBU KR XVH KR G3H FOQNLSHRG/ HI/X UBKRH HAH QRIT
DUH WR SURWHFW FRQVXPHUV DJDLQVW XQIDLU DQG GHFHSW
DQG HFRQRPLFDO SURFHGXUHV WR VHFXUH VXFK SURWHFWLR
'HIHQGDQW\D FEHUWDEKDLQHG E\ &LYLO &RGH 6HFWLRC
'HIH QG D QRRU DRIBIVYWMLRWVIRUWK DERYH
30DLYI/Q&D OLIR U @DIWNVPEERV DUH *FRQVXPHUV’ ™ ZLWKLC
&LYLO &RGH 6HFWLRQ G
'HIHQGBAWMUPHG 3VHUYLFHV LIRDQLD HELYHDG &R\G B D6®IF
D ZLWK UMKILRFSLODR/LRQ PDLQWHQDQFH XV J0IO@ES IXUQL
&DOLIRUQLD 6XEROWYDW HPEHERRSURPLVHG LQ WKH 6HFXULW)
'"HIHQ QD Y IVGHKMAWUYLFHY FRQVWLWXWHYV *WUDQVDFWLR
WR UHVXOW RU ZKLFK UHVXOW>HG@ LQ WKH VDOH" RI VHUYLFHV W

6HFWLRQV H DQG D
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30DLQWRVWHNVDQGLQJ WR S XU WM MVIKIWNEOBQIRQ OBFW DQG O
PRQH\ DV D 'HHVQX@WQWWLRQV DV VHW IRUWK KM KDY EGSHFLIL
FRPSURPLWAIGH\BFHQHQWO\ WKUHDWHQHG ZLWK ILQDQFLDO DQC
PDQ&DOLIRUQLD 6XEFKDWHPHRBIEUVV XIIHUHG DFWXDO IUDXG

6HFWLRQ D RI WKH &/5$ SURKLELWVY DQ\RQH IU
RU VHUYLFHV KDYH VSRQVRUVKLS DSSURYDO FKDUDEWHULV
ZKLFK WKH\ GR'BRY) &DYHV\H @& MEKIHAR KQGY DGHTXDWHODQBFXUH
&DOLIRUQLD 6XEBODKRHQ RQHEMRAIXWHU V\VWHPVY ZHUH LQDGHT
DQG VXVFHSWLEOH WR EUHDFK

6HFWLRQ D RI WKH &/5% SURKLELWV DQ\RQH IU
RU VHUYLFHV DUH RI D SDUWLEFXODU VWDQGDUG TXDOLW\ R
PRGHO LI WKH\ DUHIHQ GDMPRIVEH/H QMKHHER WOIGD VD GHTXDWH O\ v
30DLQWLQIG &DOLIRUQLD 6XERBBQVLEAHREMAPSXWHU V\VWHPV |
LQDGHTXDWHO\ SURWHFWHG DQG VXVFHSWLEOH WR EUHDEK

6HEFWLRQ D RI WKH &/5% SURKLELWYV DQ\RQH Il
VHUYLFHV ZLWK LQWHQW QRW WR VHO8 MK PRIXHIZG WHRU B/WR M
DGHTXDWH V HF WKEWUHHY\R UXKM HG WR VHFXUH

30DLPWLQIGLYLGXDOO\ DQG RQ EHKDOI RI WKH &DOLIR!
PRQHWDU\ GONWPXOQJHWLDH) BHOGHIU HQMRLQLQJ WKH DFWV DQG S
DQG DWW RERNW W [BHEHAQGHU WKH 2235$X O\ DR QMY | |
SUWXLW GHPDQB I HOGB\HRIYMERFIW K ZU LW WWRIDERWIHFG RIRODW LF
RI WKH &/5% SXUVXDQW WR &DOLIRUQLD & HY3W® D&R CHYH\NQHGFINQ.V

FRUUHFW RU DJUHH WR FRUUHFW WKH YLROSOINORQY WKHXPHL
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&DOLIRU @DDREXE®\ GDPDJHX¥\ ®NYHIW $SE YNHVE '"HDHQB O QWYV

WR SURYLGH 30DLQWIDIOBIRQ@DYYGXEKK WKH IXO®V UM @LIHY H/ARXJI W)

SUR[LPDWH "R DIHQYGDRRIQGKFW 30D&OQWLIRWU @w V6 X BHRPEHUV VXIIH

GDPDJHV D\ PERIHEGHNESRPSHQVDWRU\ PRQHWDU\ GDPDJHV DQG

DGGLWLRQ WR LQMXQFWLYH DQG HTXLWDEOH UHOLHI
&28179,,

9LRODWLRQ RI 7&XVWROHIR BRERWUGV
$VVHUWHG BA BRGRQSBIDDQG RQ EHKDOI RI WKH &DOLIRUQLD

30DLQWAXIG R OSKL@VQ G3OOLORULIBXUSRVHV RI WKLV &RXQ'
DQG RQ EHKDROWRHUWKHD OLIRUQLD 6XEFODVIO®HPHE HWKH DIDSHID
FRQWDLQHG LQWSDRPID BHKIRBOIN VHKH LRI K

7KH 6HEXULW\ %UHDFK GHVFULEHG DERYH FRQVWLWX
RIHIHQGDDMWWKLQ WKH PHDQLQJ RI 6HFWLRQ J RI WKH &

&D &LY t&RGH D SUR Y ISXHN\SLRAVREDRV3 L YWXUH WKDW
LQIRUPDWLRQ DERXW &DOLIRUQLD UHVLGHQWV LV SURWHFW!
HQFRXUDJH EXVLQHVVHV WKDW RZQ OLFHQVH RU PDLQWDLQ
SURYLGH UHDWRQRE QKD FLQURUPDWLRQ

&DO &LY &RGH t E SURYLGHV LQ SHUWLQHC
RZQV OLFHQVHV RU PDLQWDLQV SHUVRQDO LQIRUPDWLRQ DERXW D
PDLQWDLQ UHDVRQDEOH VHEXULW\ SURFHGXUHV DQG SUDFWL
WR SURWHFW WKH SHUVRQDO LQIRUPDWLRQ IURP XQDXWKRU
GLVFORVXUH °

7KH LQIRUBBVWIRIGG E\ EQLRURBOAHFXULW\ %UHDFK FRQV

LQIRUPDWARAXLQ WKH PHDQLQJ RI 6HFWLRQ H RI WKH &D
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8QGHU &DO &LY &RGH Tt LY 3SBUVRRDO LQIRUPD\
GHVFULEHG LQ &DO &LY &RGH t E PHDQV WKH IROOR.
$ >D@Q LQGLYLGXDOTV QLWVDO QDFH KRW RWUUKWU LODV
FRPELQDWLRQ ZLWK DQ\ RQH RU PRUH RI WKH IROORZ
QDPH RU WKH GDWD HOHPHQWY DUH QRW HQFU\SWHG
L B6RFLDO VHFXULW\ QXPEHU
LL 'ULYHUTV QXPEHQVRU &DOLIRWQRI LMV QXPBHU
LLL $FFRXQW Q@ Eo dbbit card number LQ FRPELQDWLRQ ZL
DQ\ UHTXLUHG VHFXULW\ FRGH DFFHVV FRGH R
DFFHVV WR DQ LQGLYLGXDOYV ILQDQFLDO DFFRX!
HPSKDVLV DGGHG
7KHUH IRYUILYWWH R RVRIRVHHIGE QG D QW V % USHHIFAKI LBK L F K
LQFOXGHV V3DQBWH I DOLIRUQLD 6XEFODVV PHPEHUVY FUHGLW
FRPELQHG ZLWK WKH QHFHVVDU\ FRGHV DQG RU SDVVZRUGYV
LQIRUPDWLRQ  ZQB8HWRGB 6HFWLRQ
'HIHQGDIWWG WR LPSOHPHQW DQG PDLQWDLQ UHDVF
SUDFWLFHV DSSURSULDWH WR WKH QODWXUH DQG VFRSH RI \
% UHDFK
'HIHQG RQWAMDVRQDEO\ GHOD\BE IDEHRXM. QUKD ER HDFK RI
30DLQWIQG WKH &DOLIRUQLD 6XEFGREOF ARG UG DAY MRXD D QNG
NQHZ WKH BHFXULW\ %UHDFK KDG RFFXUUHG
'HIHQG QNG WR GLVFORWVH QR WKH FODQQMILUQLD 6XEF(
XQUHDVRQDEOH GHOD\ DQG LQ WKH PRVW H[SHGLHQW WLP}
XQHQFU\SWHG RU QRW SURS HWEHOQ QWKPHEZF R U HWDN DHV/@RFUDE O\H E
VXFK LQIRUPDWLRQ RELBHEHHQ FRPSU
8SRQ LQIRUPDWLRQ DQG EHOLHI QR ODZ'HMRGHHPWYW

WKDW QRWLILFDW DRGQWW R 3ODUQRUQLD 6 XEFODVV ZRXOG LPSH(
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$V D UHVXOW RIYVERBQWDRRWVRI &DO &LY 3QRIGHVLII
DQG WKH &DOLIRUQLD 6XEFODVV LQFXUUHG HFRQRPLF GDPC
QHFHVVDU\ FUHGLW PRQLWRULQJ

30DLRPWLQIGLYLG XDOO\ DQG RQ EHKDOI Rl WKH &DOLIRL
DYDLODEOH XQGHU &DO &LY &RGH t LQFOXGLQJ EXW
WKH &DOLIRUQLD 6XEFODVV DV DOOHJH G H IHERHHZNOD | XOW D W
LQWHQWLRQDO DQG RU UHFNOHVV YLRODWLRQ RI &DO &LY

30DLQWLQGLYLG XD ARIM BKYKDOI RI WKH &DOLIRUQLD 6
UHDVRQDEOH DWWRUQH\VY IHHV DQG FRVWV XQGHU &DO &LY

&2817,;

——

9LRODWLRQ RI &RQQHFWLFXWTV 8QIDLU 7UDGH
&RQQ *HQ 6WDaklseqt 3&BI$D
$VVHUWHG E\ 30DLQWLII +DUULV RQ EHKDOI Rl WKH &R
30DLQWLIlI -XOLD $ +DUULV 330DLQWLII ~ IRU SXUSR
RQ EHKDOI Rl WKH RWKHU &RQQHFWLFXWO®MNERODWYHPBPDHU
FRQWDLQHG \LQWEDBRIDWD BKRXIK IXOO\ VHW IRUWK KHUHLQ
'HIHQG D QWKMHLIHQWY DUH HQJDJHG LQ WUDGH DQG FRF
'HIHQG DQWKHLIHQWY HQJDJHG LQ GHFHSWLYH XQIDLU
SUDFWLFHV E\ IDLOLQJ WRQ & I/EHD R WHV D EWESRQQPIEWOLENG® 6 XE F
SURYLGLOQG DQWKHLIHQWY Z3WXKM®H QG D QWKHLIHQWY NQHZ RU
ZHUH UHENOHVV LQ QRW NQRZLQJ WKDW WKHLU FRPSXWHU V\
DQG LQ IDNVKHQ@HUHVHQWO\ XQGHU DWWDFN E\ KDENHUV
30DLQWLII DQG WKH &R QQ HH W IFXDNQWBKRHELIBODVY ZH @AM U X
WKHLU

$V DOOHJHG KHUHLQ LQHMKQ\G RQBIODLOQWY HQJIDJIHG LG
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XQIDLU GHFHSWLYH DOQG LRSISUHYVWKH BRWE XKW SRUDFRWQV XP
LQF OX LRI W I8R8@B% BN WKHLU
D IDLOXUH WR PDLQWDLQ WKH VHFXULW\ RI FUHGLW D

E IDLOXUH WR PDLQWDLQ DGHTXDWH FRPSXWHU V\VW
VDIHGXPUHGLW DQG GHELW FDJG LQIRUPDWLRQ DQC

F IDLOXUH WR WHWIRPEXWHWKDWWHPY DQG GDWD VHFX
LODGHTXDWH WR VDIHIJXDUG FUHGLW BQURKBHELW F
WKHIW

G IDLOLQJ WR GHWXBWDWKHLQHF XWULRHO\ IDVKLRQ

H FRQWLQXHG DEAHBWDIVYRUDIRIH RI RWKHU SHUVRQDC

'"HIHQGNQMZA/ RU VKRXOG KDYH NQRZQ RI WKH VHFXULW
VI\VWHPV WKDW ZH WHH H{8 OW L WG DKW KH

| DOORZLQJ XQDXWKRUL]JHG SHUVRQV WR KDYH DFF
FKDUJWWHWRWRPHUVY FUHGLW DQG RU GHELW FDUG
'HHQGDR®NZ RU VKRXOG KDWHKHMORQVWKDW\VWHPY DQC
VHEXULW\ SUDFWLFHV ZHUH 2 @D GODXDWH | IWERQGD VHK M DIURQ QHKH
GHWHU KDFNHUV DQG GHWHFW D EUHDFK ZLWKLQ D UHDVRQD
KLJKO\ OLNHO\
$V D GLUHFW DQG SUR[HRIGDERMFEIXFW RIODLQWLII D
PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH
$OVR DV D GLUHFW UHVXOW RI 'HIHQGI3QIODLOWQRIZLQ.
+DUULV DQG WK KEFRQYNFUAXMQWLWOHG WR GDPDJHV DV ZH

UHOLHI LQFOXGLQJ EXW QRW OLPLWHG WR
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D RUGHULQJ 'HWKDGD @WIDJH SATKLWE VHEXULW!
DXGLWRUV SHQHWUDWLRQ WHVWHUV DV ZHOO DV LC
WHVWLQ@GEL QQFOXPXODWHG DWWDFNV SHOHQ®DQMWR G W
VIVWHPV RQ D SHULRG LFH IHIMGMRDSQUR RINGGA\U ERU U H F
SUREOHPV RU LVVXHV GBWWN¥F WHGEXENAXEKGWKRU S

E RUGHULQH @QEKBQUDIH SMWUEHEXULW\ DXGLWRU
LQWHUQDO SHUVRQQHO WR UXQ DXWRPDWHG VHEXULW\ F

F RUGHULQH IMEG QB YW W H VWK BT XW U VL Q
SHUVRQQHO UHJDUGLQJ DQ\ QHZ RU PRGLILHG SURFH

G RUGHULBJIH QG VEWPHRWE\ DPRQJ RWKKIU V
FUHDWLQJ ILUHZDOOV DQG DFFHVV 'ARQYGURIOVV VR \
FRPSURPLVHG KDENHUV FDQQRW JDLRIHIMFHMHYW VWR
VAVWHPV

H RUGHU LG HVQKIBRWN GHOHWH DQG \GHVWUR\
VHEXUH BDPIROM WQHFMMKHDWR YRWLRQV RI VHUYLFHV

| RUGHULQHIMNKXDPBRYEXFW UHJXODU GDWDEDVH
VHEWRBKHFNV

J RUGHULQH IMBOWRXWLQHO\ DQG FRQWLQXDOO
LQWHUQDO WUDLQLQJ D QG HN@DRD WIHRFX UM\ LEHRIIAR QOH\
LGHQWLI\ DQG FRQWDLQ D EUHDFK ZKHQ LW RFFXUV
EUHDFK DQG

K RUGH ULIGIQ G DAQRV \PH D Q L Q J | X QVBHANGNKEFDHW M

DERXW WKH WKUHDWV WKH\ IDFH DV DQ G HSAHXOWR RD OV }
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LQIRUPDWLRQ WR WKLUG S B IHQIGIFQWWRPHOY PX WK HV

WR SURWHFW WKHPVHOYHV

30DLQYWILWIULY EULQJV WKLV DFWLRQ RQ EHKDOI RI KHU
6XEFODWKHRWHOLHI UHTXHVWHG DERYH DQG IRU WKH SXEOLF
LQWHUHVWYV LQ WKH SURYLVLRQ RI WUXWKIXO IDLU LQIRGPDWLRQ
SXUFKDVLQJ GHFLVLRQV DQG WR SURWHFDQGOWNKR VBIXIEODR GUR
'HIHQG XQWMIU PHWKRGV RI FRPSHWLWLRQ DQG XQIDLU GHFHS
XQODZIXO SHDIHYGIFHWRQDIIXO FRQGXFWWKLY BAOSIOBIGW QKDV

ZLGHVSUHDG LPSDFW RQ WKH SXEOLF DW ODUJH

82817
9LRODWLRQ RI )ORULGD 'HFHSWLYH DQG 8QIDLU 7UDCG
)OD 6WDW ¢ et seq.

$VVHUWHG E\ 30ODLQWLII /HINRZLW] RQ EHKDOI RI WKH )OF

SODLOQWLNRZLAODLQWLII © IRU SXUSRVHV RI WKLV &RX
EHKDOI RI WKH RWKHU )ORULGD 6EFODIWHY RHIRHE HHOOHUBWHR @
SDUDJUWEKRXJIBV WKIRBRIKN VHW IRUWK KHUHLQ

$W DOO UHOHIODRDMOWIIRHMAGGD 6XEFODVYV PHPEHUV ZHLU
ZLWKLQ WKH RHCHQ)OQRRUGD 'HFHSWLYH DQG 8QIDLU 7UDGH 3UL
etseq. 3)'873%

'"HIHQG D OMQJ MWK LQ WUDGH DQG FRPPHUFH LQ )ORUI

300W LI1 VDI ) OR U L GHDO \& X KHF MEDEDIQWKVVEK H LU

$V DOOHJHG LQ WKIN HEPBIQIMIMWG LQ XQIDLU RU GHFH
SUDFWLFHV LQ WKH FRQGXFW RI FRQVXPHU WUDQVDFWLRQV LQF
)'873%

D IDLOH WR PDLQWDLQ WKH VHFXULW\ RI FUHGLW DQG R
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E IDLOXUH WR PDLQWDLQ DGHTXDWH FRPSXWHU V\VW
VDIHIJXDUG FUHGLW DQG GHELW FDUG LQIRUPDWLRQ |
F IDLOXUH WR GUKHERRSXWHHRWWWQG GDWD VHEXULW\ SLU
LQDGHTXDWH WR VDIHJXDUG FUHGLW DQRPGWEHIW FD L
G IDLOLQJ WR GHWHFW WKH 6HFXULW\ %UHDFK LQ D WL
H FRQWLQXHG DREFBRWDYWHRUPHH 8HWRAMR QDO LQIRUPDW
'HIHQGBQMZY RU VKRXOG KDYH NQRZQ RI WKH VHEXULW
VA\VWHPV WKDW ZH WHH F{ BQMIDRIG LQ WKH
| DOORZLQJ XQDXWKRULJHG SHUVRQV WR KDYH DFFHVV
WKHDWWRPHUVY FUHGLW DQG RU GHELW FDUG DFFRXQ
'HIHQG DIQWX RU VKRXOG KDWWHKHURRIOWNKDW\VWHPY DOQ
VHEXULW\ SUDFWLFHV ZHUH 8 (@D GONLAWIHR BNIFSOIDEK BRIPE 8 U W K H
GHWHU KDFNHUV DQG GHWHFW D EUHDFK N IRV KL @ DWDHBWY IRDP
KLJKO\ OLNHO\
$V D GLUHFW DQG SUR[HEGDRRMEXFW RIODLQWLII D
PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH
$V D GLUHFW IHQEHER R OJ YLRODWLRQ RI )B@&S WD LQW
)ORULGD 6RERODNMYWLWOHG WR GDPDJHV DV ZHOO DV LQMXQFWL
D RUGHULQHIMEXORQIDVH SWKLWE VHFEFXULW\ DXGLWRUV SHQ
ZHOO DV LQWMUQPHUWRIB®RHO WR FRQGXFW WHVWLQJ
SHQHWUDWLRQ W H\HW/Q GIDEENWDKBLWR/Q RIQ SHULRGLF |
RUGHULIGIQ G WRWSYURPSWO\ FRUUHFW DQ\ SUREOHPV R

WKISBBJW\ VHEXULW\ DXGLWRUV
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E RUW®LQJ MIKIG DRGLW W H WKNEDGUMUDSBUVRQQHO UHJLC
QHZ RU PRGLILHG SURFHGXUHV
F RUGHULQHI MXBPRIPYQBEA DPRQJ RWKHU WKLQJV FUHDWLC
DFFHVV FRQWUROV V'R IW®&0MQOWRRRUR®LUKDFRIHUV FDQ
JDLQ DFFHVV WR RWKHU BRUMWPRQV RI '"HIHQGDQWYV
G RUGHULHIMEGBRWM GHOHWH DQG GWWRMXWR PRQM WU
3,QRW QHFWWKMDWR YIRWLRQV RI VHUYLFHV
H RUGHULHIMXEBRQYEXFW UH JXGDQQGDIN NENBKMIF RXU L
| RUGHULQH IMEBGIDRYWWLQHO\ DQG FRQWLQXDOO\ FRQGXFW
HGXFDWLRQ WR LQIRUP LQWHUQDO VHFXULW\ SHUVRQ
ZKHQ LW RFFXUV DQG ZKDW WR GR LQ UHVSRQVH WR
J RUGHUHIGR G VEWPH D QLQ J | WOKBRXM W RPEIWW DERXW WKH W
IDFH DV D UHVXOW Rl WKH ORVV RI WKHLU ILQDQFLDO
DV ZHOO D WHKWOH WRPAISYY PXVW WDNH WR SURWHFW V
30DLQWLII EULQJV WKLV DF\WIRR )R@ EHKBHB KAEEHURM O
WKH UHOLHI UHTXHVWHG DERYH DQG IRU WKH SXEOLF EHQHIL
SURYLVLRQ RI WUXWKIXO IDLU LQIRUPDWLRQ WR DOORZ FRQ
DQG WR SURWH FOR BLGDL GWEHPEBVYGDQG WKH ' B X Q G U
PHWKRGV RI FRPSHWLWLRQ DQG XQIDLU GHFHSWLYH IUDXGX
'HIHQOIIXQMRWYJIIXO FRQGXFW DV DOOHJHG LQ WKLV &RPSODLQV

SXEOLF DW ODUJH
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30DLQWLII DQG WKH )ORULGD 6XEFODVV VHHN DFWXD
DQG DOO IHHV FRVWV DQG H[SHQVHV DOORZHG E\ ODZ LQFC

JHGWH O 5XOH RI &LYLO 3URFHGXUH DQG )OD 6WDW Tt

&2817 ;,
9LRODWLRQ RI WKH ,00LQRLV &RQVXPHU )UDXG $F\
,00 &RPS O6WDW et seq.

$VVHUWBIGDEQWYM RQ EHKDO®IORQWKY 6 XEFODVV
30DUQWULHWD TWROMMQWLII © IRU SXUSRVHV RI WKLV &R»
EHKDOI RIWKKHJ ,00LQRLV 6XEFODV Y CHPEHU W KH H3GIOMIND B QRSQ
SDUDJUBVEKKRXJIOV WKRBOIK VHKHRHLWK
'HIHQG DDV K DR/EEJI LQ ,00LQRLV XVHG DQG HPSOR\HG
DEFWV DQG SUDFWLFHV LQFOXGLQJ GHFHSWLRQ DQG PLVUHSUHI
DQG XQIDLU DFWV DQG SUDFWLFHV IUDXG PLVUHSUHVHQWD
RRVVLRQ RI PDWHULDO IDFWV ZLWK WKH LQWHQW WKDW RWHK
RPLVVLRQ LQ FRQQHFWLRQ ZLWK WKH VDOH DQG DGYHUWLVHPHQW
6WDW 7KLV LQFOXOMWKEGDREZVQIRW OLPLWHG
D '"HIHQGDDMPHG WR HQDFW DGHTXDWH SULYDF\ DQG
30DLQWLWEKWY ,DQGQRLYV 6XEF®DDVRPPHREBINWKRUL]HG G L\
UHOHDVH GDWD EUHDFKHVY DQG WKHIW ZKLFK ZDV
6 HF X WaWH D FK
E '"HIHQGDIMMWWG WR WDNH SURSHU DFWLRQ IROORZLQJ
F\AEHUVHEXULW\ LQFLGHQWYVY ZKLFK ZDV D GLUHFW D
%UHDFK
F '"HIHQGNQRZALQJO\ DQG IUDXGXOH QW\®KFRXOQG SADH QMW B C

DGHTXDWH GDWD SULYDF\ DQG VHFXULWS3 CGIIDIFWIL FIHT\W
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DQG WKRHQRLV 6XEFOD3/,W RIPPRQINMAWKRUL]HG GLVFORVXL
EUHDFKHV DQG WKHIW
G 'HIHQGDQWYV IDLOHG WR GHWHFWDWKHROHFXULW\ %UH
H 'HIHQGNQWYLQJO\ RPLWWHG VXSSUHVVHG WKPEWFRQF
SULYDF\ DQG VHFXUR®DLSW RWH EBOLRGVY |BKERBQDVV PHP
| '"HIHQGDNQW®WYLQJO\ DQG IUDXGXOH QMKEAR RD\GU KPS DN Q
ZLWKKH UHTXLUHPHQWYV Rl UHOHYDQW IHGHUDO DQG
DQG VHFXULW\ RI 30DIOQWR LV V6 XEF® IBYKHPHPEHUV
J '"HIHQGDDQWHYG WR PDLQWDLQ W K DS QMYD FNDDIXER WHKHK L
6XEFODVV BHREHBOPWLRQ RI GXWLHV LPSRVHG E\ D
VWDWH ODZV LQFOXGLQJ EXW QRW OLPLWHG WR WKF
SDUDJUDSK ZKLFK ZDV D GLUHFW DQG SUR[LPDWH FC
K '"HIHQGDDMDHG WR GLVFORWHDAVRIOMVFWEWKEW®h QR LV
6XEFODVV PHPEHUV LQ D WLPHO\ PDQQHU LQ YLRODWLRQ
,00 &RPS 6WDW t D
7KH DERYH XQIDLU DQG GHFH SWIHQG BRWH WRFRHM O QG
XQHWKLFDO RSSUHVVLYH DQG XQVFUXSXORXV 7KHVH DFWV FDX
,OOLQRLV 6XEFODVV PHPEHUV WKDW WKH\ FRXOG QRW UHDVRQDE(
DQ\ EHQHILWY WR FRQVXPHUV RU WR FRPSHWLWLRQ
'HIHQG DIQWX RU VKRXOG KD YWKHNRRIRQWWNKDW\VWHPY DQ
VHFXULW\ SUDFWLFHV ZHUH LQP'G8GE XBKHH, O®RQR DVH 6 XIHFGD V3/0P

DQG WKDW WKH ULVN RI D GDWD EHJIHDREI WY RBMW ZHM\H KIH K¢
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NQRZLQJ DQG ZLOQWR® DQG BEHFAIHVV ZLWRODEHWNSMAKEQEGR W

,OOLQRLV 6XEFODVV PHPEHUV
$V D GLUHFW DQG SWRHLP®INRM & DKW H 3RIVKBW,00LQRE V
6XEFDVV PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH
30DLQWLII, DQGQWKHM 6XEFODVV VHHN UHOLHI XQGHU
LQFOXGLQJ EXW QRW OLPLWHG WR GDPDJHV UHVWLWXWLRQ DQC

LQMXQFWLYH UHOLHI DBVRAW DWWRUQH\VY IHHV DQG

&2817 :,,
OLRODMLWRH .HQWXFN\ &RPSXWHU 6HFXULW\ %UHDFK 1
.\ BGHY 6WDW $QQ f et seq.

$VVHUWHG E\ 30DLQWLII SIKIYHHRWEAKD 6XEAODV YV

30DLQWLIlI /DUU\ 3D\QH 230DLQWLII~ IRU SXUSRVHV RI W
EHKDOI RI WKH RWXHEBO.BH\QW ¥FH\REG UV D OGISHDMW W HH) ® AH JD W LR
LQ SDUDJWMDSKIUXIRYV WKRXJK IXOO\ VHW IRUWK KHUHLQ

'HIHQG DQWW XLUHG WR QRWLI\ 30DLQW LPHHEM®ENM HQWXFN
WKIEHFRPH DZDUH RWVKDABWIDFKRIULW\ V\VWHP WKDW ZDV UHI
FDXVHG XQDXWKRUL]JHG SHWER® VHWWR XF K TPELREHFHIEYYDNQ QVKIHI |

PRVW H[SHGLHQW WLPH SRVVLEOH DQG ZLAKR&WDWQBAD®VRQ

'HIHQGDQWYVY DUMKBXWV IKRDG/ HARPSXWHUL]HG GDWD W]
LQIRUPDWLRQ DV GHILQHG E\ .\ 5HY 6WDW $QQ
7KH .HQWXFDMQWLII DQG .HQWHKFENBNEFOREWY SHUVRQ
LQIRUPDWLRQ DV FRYHUHG XQGHU .\ 5HY 6WDW $QQ 1
%HFDXVMHQGDQWIYZIMHUHR| D BMKHRERXBLW\ V\VWHP Z

UHDVRQDEO\ OLNHO\ WR KDYH FDXVHG XQPWWKR.HCQWKBFN\HU V
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6XEF®BPEHUBYIHIHQGRRW\DQ REOLIJDW LR BFWRLW LR DRERKW K H
IDUWRRQ DV PDQGDWHG E\ .\ 5HY 6WDW $QQ +

7KXV E\ IDLOLQJ &\HE XGLIWF\QRMHVDYRHD\ ' RDMQE D Q W V
YLRODWHG .\ 5HY 6WDW $QQ +*

$V D GLUHFW DQG S'UIRHICFROMIR WHW XRQVRRI .\ 5HY 6W
t 30D L QWK QVWXFG\ 6 PEPEBIWXIIHUHG GDPDJHV DV GH
DERYH

30DLQW LW KBIQBVXFN\ 6XPHPEBWWHN UHOLHI XQGHU .\ 5H
$QQ LQFOXGLQJ EXW QRW OLPLWHG WR DFWXDO GDI

&2817

——

9LRODWLRQ RI 1HZ -HUVH\{V &RQVXPHU )UDXG $F
1 - 6WDW $QQ t 31-&fPeq
$VVHUWHG E\ 30DLQWLIIV 7DIHW DQG &DUWKDQ RQ EHKDOI R
30DLQWIHELH &DUWKDQ PFQGD+RIH. MVIHWRU SXUSRVHV
LQGLYLGXDOO\ DQG RQ EHKDOI RI WKH RWKHU IDHYOHHH YV W\K B X
DOOHJDWLRQV FRQWDMQHRXJIJPY ®ERINKBDIN D/HKY IRUWK KHUHLQ

$V DOOHJHGH IKMGHDI@WO®H RSHUDWLQJ LQ 1HZ -HUVH

XQFRQVFLRQDEOH FRPPHUFLDO SUDFWLFHV GHFHSWLRQ
FRQFHDOPHQW VXSSUHVVLRQ DQG RPLVVLRQ RI PDWHULDO
FRQFHDOPHQW VXSSUHWYERQQBRWLRPLZVWKQWKH VDOH DQG
LQ YLRODWLRQ RI 1 - BMD/WL@GRQEXGHY EXW LV QRW OLPLWHG
D IDLOXUH WR PDLQWDLQ WKH VHFXULW\ RI FUHGLW DQ
E IDLOXUH WR IPBHQWDMMH FRPSXWHU V\VWHPV DQG GDV

VDIHIJXDUG FUHGLW DQG GHEWW FDUG LQIRUPDWLRQ |

F IDLOLQJ WR GHWHFW WKH 6HFXULW\ %YUHDFK LQ D WL
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G IDLOXUH WR WKWERRSHMWMKDWYWHPY DQG GDWD VHF)>
QDGHTXDWH WR VDIHIJXDUG FUHGLW DBQGRG®HEKWIWDU
H FRQWLQXHG DRFPRWDQWHRURWH RI RWKHU SHUVRQD(
'HIHQG DIQWX RU VKRXOG KDYH NQRZQ RI WKH VHEXULW
VIVWHPV WKBWWHE UK Fd{ISHW DG
| DOORZLQJ XQDXWKRULJHG SHUVRQV WR KDYH DFFHVV
WKHDWWRPHUVY FUHGLW DQG RU GHELW FDUG DFFRXC
'HIHQG DIQWX RU VKRXOG KD WHKHURRIZOWWKDW\VWHPY DQ
VHEXULW\ SUDFWLFHV ZHUH L®B G BODIDTMME HZR- IV DVHO DOXEF W K
PHPEHUV GHWHU KDFNHUV DQG GHWHEFW D EUHDFK ZLWKLQ
EUHDFK ZDV KLJKO\ OLNHO\
$V D GLUHFW DQG S'HRHIFOFGY &PPHW H3 RILHANAHIWY B DG
6XEFDVV PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH
$V D GLUHFVWH IHIQGHNMREIQJ) YLRODW ERK3GD MBA G
1HZ -HUVHDD6/NE PHPEH U VWIRUG DHPQWHW @HGZHOO DV LQMXQFWLY|
QRW OLPLWHG WR
D RUGHULQHIMXORQIWVH SWKLWE VHEXULW\ DXGLWRUV SHQ
ZHOO DV LQWHUQDO VHFXULW\ SHUVRQQHO WR FRQG.
SHQHWUDWYVR D QBH DB QWM\ORY HPY RQ D SHULRGLF |
RUGHUHIGIQ G WRWSYURPSWO\ FRUUHFW DQ\ SUREOHPV R
WKISDEUW\ VHFXULW\ DXGLWRUYV
E RUGHULQJIMXB®BRGIW W H WK VBUE & UL WD LRH UV RM@HO UH

QHZ RU PRGLILHG SURFHGXUHYV
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F RUGHULQYI MXBPWRIPYBQEA DPRQJ RWKHU WKLQJV FUHDWLC
DFFHVV FRQWUROV V'R IW® D WOM ARRSH PRLUVB R |1 KDFNH U
JDLQ DFFHVV WR RWKHU BRUMWPRQV RI 'HIHQGDQWYV
G RUGLDJ WKPRGBRWM GHOHWH DQG GWWRXUWUR PQQ WU
3,QRW QHF WWKHRWR IRWULRQV RI VHUYLFHV
H RUGHULHIMXB®BRYEXFW UHJIXODU GDW MEPKRHFENFDQQLC
| RUGHULOQH IMEGIDRYWWLQHO\ DQG FRQWLQXDOO\ FRQGXFW
HGXFDWLRQ WR LQIRUP LQWHUQDO VHFXULW\ SHUVRQ
ZKHQ LW RFFXUV DQG ZKDW WR GR LQ UHVSRQVH WR
J RUGHUHIGR G V@WPH D QL Q J | WOKBRXYRGIR WD VER XW WKH WKUH
IDFH DV D UHVXOW RI WKH ORVV RI WKHLU ILQDQFLDO
DV ZHOO DV WKH WX\HBRPHUNQBOOWWDNH WR SURWHF
30DLQBULLQJ WKLV DFWLMKHRCHENWKRIBHEZ RHUVH\ 6EFODVV
WKH UHOLHI UHTXHVWHG DERYH DQG IRU WKH SXEOLF EHQHIL
SURYLVLRQ RI WUXWKIXO IDLU LQIRUPDWLRQ WR DOORZ FRQ
DQG WR SURWHFQG B@BH-GWMH\ OXEF ODKW S XH DG CTINEWD/L U
PHWKRGV RI FRPSHWLWLRQ DQG XQIDLU GHFHSWLYH IUDXGX
'HIHQ OIIXQMRWYJIIXO FRQGXFW DV DOOHJHG LQ WKLV &RPSODLQV
SXEOL® DU H
30DLQWQIE WKH 1HZ -HUVH\ 6XEFODVV DOVR VHHN DFW
RWKHU HTXLWDEOH UHOLHI DQG WUHEOH GDPDJHV DQG DWW

Rl1 &LYLO 3URFHGXUH DQG 1 - 6WDW $QQ ¢t
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&2817:;,9
I1HZHUVH\ &RQVXPHU 6HFXULW\ %Y UHDFK '"'LVFORYV XI
1 - WD®WQ ¢ et seq.

$VVHUWBIGEDEQWMLHW DQG &DUWKDQNR® EHKDOHRN H\ 6 XEFOD
30DLQWIHELH &DUWKDQ DQGDLRSH. MVIHWRU SXUSRVHV
LQGLYLGXDOO\ DQG RQ EHKDOI RI WKH RWKHU DHYOHHH VWK B X
DOOHJDWLRQV FRQWDMQHRXIPY WEEDIN D/SHKW IRUWK KHUHLQ
8QGHU 1 - 6WDW $QQ t1 E 3>$@Q\ EXVLQF
PDLQWDLQV FRPSXWHUL]JHG UHFRUGV WKDW LQFOXGH SHUVRQ
SXEOLF HQWLW\ VKDOO QRWLI\ WKH EXVLQHVV RU SXEOLF HQWLW\
RI PQNDFK RI VHEXULW\ Rl WKH FRPSXWHUL]JHG UHFRUGV L
SHUVRQDO LQIRUPDWLRQ ZDV RU LV UHDVRQDEO\ EHOLHYHG
SHUVRQ °
'HIH Q@ DQWXVLANWKDW FRPSLOH RU PDLERMU®YV FRESW
LQFOXGH SHUVRQDO LQIRUPDWLRQ RQ EHKDOI RI DQRWKHU E
30DLQWILOIE 1HZ MEFEDVV PHPEHDWXGLQJ EXW QRW OL
QDPHVY DGGUHVVHV DQG VRFLDO VHFPRWERDAN IQRX® EFRWH ULHG O0Q
6WDW $QQ T1HW VHT
%HFDXVH "WGHE E R QMU H G WX HEMFMOR N \RV\VWHP LQ ZKLFK
LQIRUPDWLRQ ZDV RU LV UHDVRQDEO\ EHOLHYHG WR KDYH E
WKH SHUVRRIDW LIRQQR ZDV QRW V HEIXE HE) RHEIE QIBMMBR @/ DV R UG IDVERKC
LQ D WLPHO\ IDVKLRQ DV PDQGDWHG eXs@GHU 1 - 6WDW $QQ

%\ IDLOLQJ WR GLVFORVH WKH GDWD \EXUHRIDABDKWIHEG D1 W L

6WDW $QQ fT1 E
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$V D GLUHFW DQG SUR[LPDWH YHRODWLROQWK "HIH®GE

E 30DLQWLIIV 6BEGDVNZPHRBEHUIV VXIIHUHG WKH GDPDJ
30DLQWLIIV D QEXEF@BREHWAM\HN UHOLHI XQGHUt 1 - 6W
LQFOXGLQJ EXW QRW OLPLWHHWR DFNKROWE DB R GHMQN

UHOLHI
&2817 :9
9LRODWLRBZRURIRDVXPHU /DZ IRU '"HFHSWLYH $FWV DQG
1 <*HQ %XV /DZ t
20 %HKDOB®D IDQWMGEWRKH 1DWLRQZLGH &0ODVV RU $OWHUQ

6DFNORBDIXMHQQLY OHGXUL *HRUJLQD OHGXHYLWAMWHUQDG!
5SDVFKHOOD &RQD DQG -RVHSK RQ EHKDOI RI WKH 1H

$00 30U LW DIOW H UQDMV@MMIDADQH 6 DHFQIIRZ OHG XUL *HRU.

OHGXUL %HUWNPD @QDUJIXP /H\E@LWF KHYQWW -RKQ &RQD DQG &DV

330DLQWLIIV ~ IRU SXUISFOMLNVGRD @ L \D QARIFDVERIGILGIHRE GDIFY |
DOWHUQDWLYHO\ RRAKHEW KIDH? <RRIUW K 61X E RODS/H/D \RIGEHBLHI HV K H
DOOHJDW LR Q\58 FIRIIV BMSERXIPY WKRKRIN VHW IRUWK KHUHLQ

1HZ <RUN *HQHUDO %% XWhQHVV SDRKLEISMMYEHBRAWYV R
SUDFWLFHV LQ WKH FRQGXFW RI DQ\ EXVLQHVV WUDGH RU F
WKH VWDWH RI 1HZ <RUN

%\ UHDVRQ RI WKH FRQG XFW D@IDH BIGGLE KQODZ | X'®l 15 QI
ZLWKLQ WKH PHDQLQJtRlI WRKHLERQGXFW DOOHJHG KHUHLQ LV
ZLWKLQ WKH PHDQLQJY RI WIKBIGL®W%H GHFHSWLRQ RFFXUUHG ZLW

'HIHQEDQWUHG PBODOE@KHIY PHPEHQVHIHYGHDDMFWURQLF
DQG FRQVXPHU LQIRUPDW DRN@HZDRUDEKRXOG  KDIBHGE Q R D HAPKSHY R
UHDVRQDEOH LQGXVWU\ VWDQGDUG DQG DSSURSULDWH VH

UHJXODWLRQV® DQG WKDW ZPD)Q035 $KHHYM RHHFEBRMABGTXILOW DIVG SUHYH



Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 78 of 93

WIGRVV RU PLV XV HJ RQ GCEDKBRIWV LPIWPEHUMH QG I5QW QRW GLVFORVH W
DQG WKH &ODVV PHPEHUV WKDW WKHLU GDWD V\WWHPV ZHUH

30DLQWLINEODM@H YWKB ZRXOG KDYH SURYLGHG 3WKHLU V
LI WKH\ KDG EHHQ WROG RAMQ@HL WKDRDLQWDLQ VXIILFLHQW VHF;
3,IURP EHLQJ KDFNHG DI)EY WBWHG BQEVEKWBRWDLQWDLQ WKH LG
LHQFU\SWHG IRUP

'HIHQEDQRODWHG WKH EX*PANUHSUHVHQWLQJ ERWK
FRQGXFW DQG E\ RPLVVLRQ WD @DIMW\WRIPW IBQGDYWUYLFHV V
VHEXULW\ WKKHIHLWD Q¥R VD IHOY /QWR BEC8/0D PERE HVV |

'HIHQ® DQWR YLRODWHG 1EA%I/DLOLQJ WR LPSOHPHQW U
DSSURSULDWH VHFXULW\ VRHD\Y YWHYQ EDUIRVARY G@WWD VHFXU
LPPHGLDWHO\ QRW2QG3@OMPWPEHUYV 6HFWEBMWAD FK 1 VHKIBI® GD QW
FRPSOLHG ZLWK WKHVH OHJD MGG XWKHEFONRRAAE HADLQIRXIOG QRW
VXITHUHG DWKWY G B © DA/MHF G BANR\DVKH

'HIHQCICBAMP¥WLFHY DFWV SROLFYHRODWME/ ERXUVH RI
LQ WKDW

D 'HIHQGIMFPWALYHO\ DQG NQRZLQJO\ PLVUHSUHVHQWHC
PDWHULDO LQIRUPDWLRQ &DRBWDWIW LWV PHQWKMEBURYLG
WKB\WHQGBRDVQRW KDYH VXIILFLHQW VHEXUBW\ RU PHEKD
E 'HIHQG DQONG WRBMABIUQLQJV DQG QRWLFHV UHJDUGL
SUREOHPWRMWKWHP V  RI VHFXUWKRDLYWBD IPOH® KR S U

30DLQWLIIVEO DRBIWIKH) GIRMMWWVVHG SULRU NQRZOHGJH
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GHIHPMKHILW\VWHPY DQG IDLOHG WR DGGUHVV WKH VD
WKDW WKHUH KDG EHHQ D 6HFXULW\ %UHDFK
30DLQWLII&ODYY \EKWH HQWLWOHG WR DVWXRHRXDGG Gl

WDNH DSSURSULDWH PI3DAMXHH VH MBIGIHRRBN WGLY EOR VW KDW DQ\

30DLQWLIIVEODQ@EBAKH XOQHUDE OH WR KD K GBDWAD BHHFDXMM Y HRH Q

ZHUH LQDGHTXDWN ZHUMEH' RRIBIAQAGPTHNVLQ SRVVHVVLRQ RI WKDW PI

ZKLFK WRK\ D GXW\ WR GLVFORVH
7KH DIRUHPHQ®MXNRWHS PRG ZDV GHFHSWLYH IDOVH

FRQVWLWXWHY DQ XQFRQVFLR QD H B+ GERIPYHE U MLKOHO XS bl DFE WIIDFO

GHFHSWLYH VWDWHPHQWY DQG RU NQRZLQJ LQWHQWLRQDO

FRQF H D OHIG PMWK R HG V H FXKIRBMAQ WD IWMHPG D QG | B HE B GoLLWAR FUKH Y H D

WLPHO\ DQG DGHTXDWHO\

OHPEHUV RI WKH SXEOLF ZHUH G H RHQGTEDQWERDWQIGY W) H C

PLVUHSUHVHQWDWLRQV DQG IDLOXUHV WR GLVFORVH
6XFK DFWVHEDGDQW\W QG ZHUH GHFHSWLYH DFWV RU SU

ZHUH OLNHO\ WR PLVOHDG D UKDW RGNERH ¢&BOWBHG HF BB WG

DFWV D QY SWDHF WDRMVHULD O 7KH UH3,XBVMHZ WRIWMXIE JG\HHF HRS WL

PHDQV RFFXUULQJ LQ 1H ZRYR YN WHEBG DARGNMPE\UID OOV XQGHU |

FRQVXPHU IUDX®NWDWXWH
'HIHQOIZQWJIXO F R QGIOPWMARIDG/ BODWAR VXIIHU D FRQVXPH

UHODWHG LQMXU\ E\ FDXVLQJ WKHP WR LQFXU VXEVWDRQWLDO H

PDWHULDOV E\ WKLUGWSEDDWQE YBBEDE VMW@ D\FH QIR XYV ULVN IRU

GDPDJHV
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$V D GLUHBR[LPR®HS ADNKQIE DRROGIXFW 30DLQWLIIV T
PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH
,Q DGGLWLRQ WR RU LQ OLHX RI DFWXDO OEXD®DKH/ E
&ODVWHN VWDWXWRU\ GDPDJHV IRU HDFKVLERMXXWUDBAG YLRODWLRQ
&2817 9,
9LRODWLRQ RI 1HZ <RUNYTV 'DWD %UHDFK /DZV + 'HOD'
1 < *HQ %XV /DZ t DD

$VVHUWHG E\ 30DLQWLIIMQEDRNGRZL 7PHURXBLQD OHGXUL %
/HY LS\DIV FKH O OIDQG RRMMH SK RQ EHKDOI RI WKH 1HZ <RUN 6XE

30DLQWHDWYQH 6DFNORZ (HQRDV 7TDHGXPL *HRUJLQD OF
%HHNPBE\OLH AIYYWWHOOD -RKQ &RQD DQG &DVVRQGUD -RVHSH

WKLV &RBQWY LG XD OO\ | DRYGARWKEHK®Z <RUN 6XEFODVV PHPEHU

DOOHJH WKH DOOHJDW LR QW KRRXWIDV WX RIR & BIRIFDURIINGEK V
6HFWLROMD  RF%/UHTXLUHV DQ\ :3SHUVRQ RU EXVLQHVV

FRPSXWHUL]JHG BGAWD AKIMKWHQIEDORUPDWLRQ ZKLFK VXFK SHUVR

VKDOO QRWLIN WKH RZQHU RU OLFHQVHH RI WKH LQIRUPDWLRQ RI

LPPHGLDWHO\ IROORZLQJ GLVFRYHU\ LI WKH SULYDWH MDRRWBDWLR C

EHHQ DFTXLUHG E\ D SHUVRQ ZLWKRXW YDOLG DXWKRUL]DWL
6HFWLRQRI 1<*%/ VWDWHYV

7KH QRWLFH UHTXLUHG E\ WKLV VHFWLRQ VKDOO EH
DIIHFWHG SHUVRQV E\ RQH RI WKH IROORZLQJ PHWKR

DZULWWHQ QRWLFH

E HOHFWURQLF QRWLFH SURYLGHG WKDW WKH SHU\
UHTXLUHG KDV H[SUHVVO\ FRQVHQWHG WR UHFHLY
HOHFWURQLF IRUP DQG D ORJ RI HDFK VXFK QRWLILF
SHUVRQ RU EXVLQHVV ZKR QRWLILHV DIIHFWHG SHL
pRYLGHG IXUWKHU KRZHYHU WKDW LQ QR FDVH VKDO
EXVLQHVV UHTXLUH D SHUVRQ WR FRQVHQW WR DFFH
IRUP DV D FRQGLWLRQ RI HVWDEOLVKLQJ DQ\ EXVLC
HQJDJLQJ LQ DQ\ WUDQVDFWLRQ
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FWHOHSKRQH QRMAHGFDWKIRW) BURRJ RI HDFK VXF!
QRWLILFDWLRQ LV NHSW E\ WKH SHUVRQ RU EXVLQHYV
SHUVRQV RU

GG6XEVWLWXWH QRWLFH LI D EXVLQHVV GHPRQVWUDWI
JHQHUDO WKDW WKH FRVW RI SURYLGLQJ QRWLFH ZRXOG
ILIWKRXVDQG GROODUV RU WKDW WKH DIIHFWHG FODV
EH QRWLILHG H[FHHGV ILYH KXQGUHG WKRXVDQG RU VX
QRW KDYH VXIILFLHQW FFRQX\W M AW WRQVRHU FRDRW.IRFKH VKD OO
FRQVLVW RI DOO RI WKH IROORZLQJ

HDLBWLFH ZKHQ VXFK ERDLOHNGGKMHW\D Q H
IRU WKH VXEMHFW SHUVRQV

FRQVSLFXRXVY SRVWLQJ RI WKHMIQRWLFH RQ VXFK
ZHE VLWH SDJH LI VXFK EXVLQHVV PDLQWDLQV RQH DQG

QRWLILFDWLRQ WR PDMRU VWDWHZLGH PHGLD

TKHB HEULWWUHDFK GHVFULEHG LQ WKLV &RPSODLQW F
VHEXULW\ VYWNHPE IRQ W

$V DOOHJHGI IBEEXBWHDVRQDEO\ GHOD\HG/ LDORU MUY 3
1HZ <RUN 6RERRXDOMACHWIIWMD FK DIIHFWLQJ VORXERBLOHDQWWL D (¢
,QIRUPDWIBRO® LQWLIIV DQG WKHDIWE xR KI/NN @D REMFNX WolUW\D F K
KDG RFFXUUHG

'HIHQEDMVWHG WR TANE@RVHVWRQG WKH ZIHEZKRRUM 6
XQUHDVRQDEOH GHOD\ DQG LGRWKNHEPRVWVKHSHGHDGW RVLPH
XQHQFU\SWHG RU QRW SURSBUDYDMQG , QARMHAM GHRQMIZ\ S W H G
RU UHDVRQDEO\ EHOLHYHG VXFK LQIRUPDWLRQ KDG EHHQ FRF

'"HIHQ® IRMWRLQJ EXVLQHVV 'HOMMHUBEMOW LYHH WR FRQFH
BHFEXBUMDFEFK IURP WKH SXEOLF WR HQVXUH FRQWLQXHG UHYH
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8SRQ LQIRUPDWLRQ DQG EHOLHI QR ODZ'HIHRGEHPWQW
WKDW QRWLWEBWIRMLOWR IV DQG WKERXOGG 4R MEEXES WDV YV
LQYHVWLJIDWLRQ

$V D UHUWKEWGEHIQW RODWLRQ R3AMMDWRUIN GDYG WKH 1
6XEFQDNMM GHSULYHG RI S BRIFESWYLRDVFIKE D GR3 WHKBIH WKXV SUF
WDNLQJ DSSURSULDWH SURWHFWLYHPROD/NRKDHE DEGRRRENVQ IF
SD\PHQW FDUGV DV SD\PHQWRIR URRHMU RR/DRGERLY H/ HRX UALDN VLG H Q\
SURWHFWLRQ RU UHTXHVWLQJ D FUHGLW IUHH]JH 7KHVH PHD
GDPD3BBLQWLIIV RQGR WKH XERIOIDWNG EHFDXVH WKHLU VWROHC
QRW KDYH DQ\ YDOXH WR LGHQWLW\ WKLHYHV

$V D UHWNEWGEMIQYWWRODWLRQ R3AMMWRUIV GDYG WKH 1
6XEFOMWH VXIIHUHG LQFUHPHQWDOO\ LOQWVWHDRM GlURDPW KRY HY
FDXVHG E\ WKH EUHDFKHY WKHPVHOYHYV

30DLQWLIIV DQG WKHVHHN <RUN BXEFGDNWY DYDLODE Ot
ODZ LQFOXGLQJ EXW QN KH GLEDLWHGLIWR O5@G DA | # H B G RDAN
DOOHJHG DERYH DV ZHOO DV HTXLWDEOH UHOLHI

&2817 :9,,
9LRODWLRQ RI 3HQQV\OYDQLDYV 8QIDLU 7UDGH 3UDFWLFHYV

873&3/ t et seq.
$VVHUWHG E\ 30DLQW LHDU XFRWBHEQRGI RI WKH 3HQQV\OYDQLD ¢

SODLRQWEHNXUQ D@GBIJDUWIAODLQWLIIV ~ IRU SXUSRVHV R
LQGLYLGXDOO\ DQG RWKEHKDBOIQRIVWIMYD QLD 6 XEF O DWW HPHP BNHKH/

DOOHJDWLRQV FRQWMMMQHRXJIBDY WHRRBDIN D/FHKW LRHLW K
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'HIHQW@ BODBLYWROG WKH 3HQQV\OYDQLD 6XEFODVV DUH &:
PHDQLQJ RI 3HQQV\GVDGUHD BWLFHV DQG &RQVXPHU 3URWHEWLR
36 T HW VHT

7KH 3HQQV\OYDQLD 3%%3&3/ GHFODUHV XQODZIXO 3XQID
FRPSWLWLRQ DQG XQIDLU RU GHFHSWLYH DFWV RU SUDFWLFH\

'HIHQOIEQXWNYQHVY DFWV DQG SUDFWLFHV DOOHJHG KH
SUDFWLFHV XQGHU 3HQQV\OYDefdbgD 873&3/ 36

'HIHQEBIQWDJAGGHFHSWLYH DFWV RU SUDFWLFHV E\ H
FRQGXFW GHVFULEHG KHUHLQ

'HIHQERQMZ RU VKRXOG KDYH NQRZQ RI YX®RHIIDEDOLW L
VHEXULW\ V\VWHRY 3OWMBQMGIWKH 3HQQV\OYD QLBHBEWBEITDAK EH IF
EXW FRQFHDOHG WKDW LQIRUPDWLRQ LQ YLRODWLRQ RI WKH 8738

'HIHQEBHI@QWDJHG LQ GHFHSWLYH DFWV DQG SUDFWLF]
DEWLYHO\ FRQFHDWHBXUNWRIGHIGBEWY DQG E\ RWKBDIQE IWKH GHF
3HQQV\OYDQLD 6XEFODVYV

ORUH VSHFLILFDOKWQJDHHE GO QMHFHSWLYH WUDGH SUD

D OLVUHSUHVHQWLQJ RU RPLWWLQJD®® WHUH. CBH QAW YD !
6XEFODVV UHJDUGLQUKMLEM D ZHFXDEWRISURAMG XUHV

YLRODWLRQ RI 3D &R®V BWDWL[} DQG [[L

E OLVUHSUHVHQWLQJ RU RPLWWLQJD@®® WHUH. BH QQ\RW YD\
6XEFODVV UWBBIDGOYQUH WR FRPSO\ ZLWK UHOHYDQW

GHVLIQHG RRQBXMRWMFWSELYDFYLRQ®WLRQ RI 3D &

T Y YLL L[ DQG J[L



Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 84 of 93

F

LQWHQW

)DLOLQJ WR GLVFRY H UsH BXQURANG DVFFKO RVRY BVDIBH @AKH | |
3HQQV\OYDQLD 6XEFODVV LQ D WLPHO\ PDQQHU LQ YLF
T D

(QJDJLQJ LQ XQIDLU XQODZIXO DQG GHFHSWLYH D
PDLQWDLQ WKH SULYDF\ DQP QG FXKH.VEH @ Q B \TDMBWLDI | 6 XE
LQ YLRODWLRQ RI GXWLHV LPSRVHG E\ SXEOLF SROLFLHV U
VWDWEY UHVXOWLQJ LQ WKH 6HEXULW\ %UHDFK 7KH\
OLNHO\ WR DQG GLG VAHFG LWKH3GHIQIWLOYD QLD 6XEFODVV
ODFN RI VHFXULWW3 SW@RWHFWLQJ WKHLU

(QJDJLQJ LQ XQIDLU XQODZIXO SUIGFWHFHSWEYHDDOWYJ
SURSHU DFWLR @GHFRXOMRHTLEK] WRKHQDFW DGHTXDWH SU
PHDVXUHYV D @D LSQVBRWEAFHV 3 HQQV\O Y D Q3 PU B X EIR O BAKHIU
XQDXWKRUL]JHG GLVFORVXUH UHOHDVH GDWD EUHDF
'HI)G VQWYWHQWLRQDOO\ DQG NQRZLQJO\ PLVUHSUHVH
WR PLVOWD QGVKKPRUDLYMQLID 6 XEFODVV

7KH DERYH XQODZIXO XQIDLU DQG GHFHWWAIWH DFW'

LPPRUDO XQHWKLFD OX®RBBWXYXOQORK\D QEKHVH DFWV FDXVHWG VXEVW|

DQRG WKH 3HQQV\OYDQLD 6XEFODVV WKDW WKH\ FRXOG QRW UH

RXWZHLJKHG DQ\ EHQHILWYV WR FRQVXPHUV RU WR FRPSHWLW

'HIH QG DRIHID M RDQE KH 3HQQ¥XEYDIDIEY W\ WRVEHYBOR V|

GDWBFXULW\ GHIHFWV EBRMXWMVHEGIHRQGEORW.YH NQRZOHGJH

YXOQHUDELBLWARRIFWRKWWHG WKH GDWD VH¥RQGWWKGEH3IHROV\AQYRH



Case 1:18-cv-08472-PKC Document 121 Filed 08/09/19 Page 85 of 93

6XEFODVV DQG PDGHS LA FRPSTHVWHRKOED WB JPHBXQUW\ V\VWHP
ZLWKKROGLQJ PDWHULD O DDBAVW KHRFPHRQMQWDR QLD 6XEFODVV

7KHVH UHSUHVHQWDWLRQV DQG RPLWDRGY WEHUH
3HQQV\OYDQLD B6XEFODVV GXH WR WEH YDOXH DQG VHQVLWLYLW\

30DLPWQE BHKOQV\OYDQLD 6XEFODVV VXIIHUHG DVFHU)
'HIH QQIIPQWMHSUHVHQWDWLRQV FRQFHDOPHQW DQG RPLVVLRQV R
KHHLQ

$V D GLUHFW DQG SURIHPB\WHERNEPKAWM RIODLQWLIIV T
PHPEHUV VXIIHUHG GDPDJHV DV DOOHJHG DERYH

30DLPWRG WKH 3HQQV\OYDQLD 6XEFODVV VHHN DQ
GHFHSWLYH DFWV DQG SUDFWLFHV DQG D@D RGWQIU DNVW RU O
DYDLODEOH XQGHU 873&3/

,Q DGGLWLRQ WR RU LQ OLHX RMDEG/XXH GBIFIQVND YDATLLD) V8
VHHN VWDWXWRU\ GDPDJHV IRU HDFK LQMXU\ DQG YLRODWLR(

30DLQQB WKH 3HQ@KBFDRVYY VHHN UHOLHI XQGHU  :

LQFOXGLQJ EXW QRW OLPLWHG WR LQMXIHWQVYRY G H

6 XEFODVV PHHFEKHYHU LV JUHDWHU WUHEOH GDPDJHV DQG D!

&2817 .9,
7H[DNFHSWLYH 7UDGH 3UDFWLFHV DQG &RQVXPHU 3URWH
7H[ %XV  &RP &RGH t et seq.

$VVHUWHG E\ 30DLQWLII :DGH RQ EHKDOI RI WKH 7H[DV

SODLQMWIN :DBW@DLQWLII ©~ IRU SXUSRVHV RI WKLV &R)
EHKDOI RWKKHH[DVY 6XEFODVV PHPEBOUGHJBNS WIKWVDDQBJIJDWLRQ

SDUDJUWEKRXIBV WKIRKXOIX\ VHWURUQVK
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'HIHQEDBEYWLQHVVY DFWV DQG SUDEWLFHV DOOHJHG
XQFRQVFLRQDEOH DQG GHFHSWLYH PHWKRGV DFWV DQG S
3UDFWREH&RQVXPHU BURWHEFWILRRY  &RP &RGH f HW VHT
$W D OOWUWDRHWD ®ADE QMWK HI 7H[DV 6XEFODVV ZHUH 3FRQ
PHDQLQJ RI WKH 7'73%$
'HIHQEPRRMGXFW DV VHW IRUWK KHUHLQ REFFXUUHG
FRPPHUFH  ZLWKLQ WKH PHDQLQJ RI WKH 7'73$%
7KH SUDFWLFHVY RBIHHFWQBEPGWERYH YLRODMH WKH 1
RQH RU PRUH Rl WKH IROORZLQJ UHDVRQV
D 'HIHQEDUAWBUHVHQWHG WKDW JRRGV RU VHUYLFHV
FKDUDFWHULVWLFV XVHV DQG EHQHILWY WKDW WKH
E '"HIHQEBQWYLGHG GLVVHPLQ® \WRWGE&H UZDVMN HW.N® U LE XW
IDOVH DQG PLVOHDGLQJ DGYHUWLVHPHQWYV WHFKQI
FRQVXPHUV UHJDUGL@J] WKH VHEXULW\ RI
F '"HIHQEDBIQWDJHG LQ XQFRQVFLRQDEOH FRPPHUFLDO S
PDWHULDO IDFWRQDRBRX®WIFGADRYDNVVHEXULW\ YXOQHUDEL
WHQGHG WR PLVOHDG 30DLQWLII DQG WKH 7H[DV 6
UHDVRQDEO\ EH NQRZQ E\ WKH FRQVXPHU
G 'HIHQ®DIMWHG WR UHYHDO IDFWV WKDW ZHUH PDWHU
UHSUHVHQWDWLRQV RI IDFW PDGH LQ D SRVLWLYH PD
H HIHQEBFQWVHG 30DLQWLII DQG WKH 7H[DV 6XEFODV\
FRQIXVLRQ DQG D PLVXQGHUVWDQGLQJ RI OHJDO UL

DQG WKWRHRDGXFW
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| "HIHQG DQWRGUWYHDO P D WHODLLIYA UDIF W@ GWWRKH 7H[DV 6

WKH LQWHQW WKDW 30DLQWLII DQG WKH 7H[DV 6XEFODV\

J '"HIHQEPR®H PDWHULDO UHSUHVHQWDWLRQV DQG VWD

7H[DV 6XEFODVV LWQKBWDUGWKOWEQG WKH 7H[DV 6XE

EHOLHYLQJ WKH UHSUHVHQWHG RU VXJJHVWHG VWDV

DFWXDOO\ ZHUH

'HIHQODLQWHQGHG WKDW 30DLQWLII DQG WKH 7H[DV
PLVUHSUHVHQWDWLRQV DQG RPLVVLRQV

'HIFGDWYW FWLRQV LPSDFW WKH SXEOLF LQWHUHVW El
6XEFODVV ZHUH DQG FRQWLQXH WR EH LQMXUHG LQ H[DFWC
UHVXOW RI DQG SXUWATHWH WRO'HMG@GPRXWVH R G XFRXWWL R\X HD V
&RPSODLQW

30DLQMAPWG HPD QG IRU UHORHY BMXDIDIHRG VGWEAH[DV 6)
OHWWHU GDWHG 6HSWHPEHU

$V D GLUHFW DQG SURIHPG\WHERNEDKAM RIODLQWLIIV C
PHPEHUV VXIIHU HZ0 GHRADEHNYEBY H

7KH DERYH XQIDLU DQG GHFHSWLYHV 2HDRRRFBI® DQG
XQHWKLFDO RSSUHVVLYH DQG XQVFUXSXORXV 7KHVH DFWV FDX
WKHVH FRQVXPHUV FRXOG QRW UHDVRQIREKWZHYRUEG VDKLV EVIRQENL
FRQVXPHUV RU WR FRPSHWLWLRQ

'HIHQE INQWZ RU VKRXOG KD VHKHURRIQWWKDW\VWHPV DQ
VHEXULW\ SUDFWLFHV ZHUH LQDGHTXDWH WR 3D QG XKD YOI

RI D GDWD EWHDFK KRIK QAKHEIINGI®IDOWLRQV LQ HQJIDJILQDPHG WKH I
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XQIDLU SUDFWLFHV DQG GHFHSWLYH DEFWV ZHUH QHJOLJHQW
UHFNOHVV ZLWK UHVSHFW WR WKH ULJKWV Rl 30DLQWLII DQG
30DLQWLII LQGLROGEB®DOD®E WKH 7H[DV 6XEFODVV Vt
% XV &RP &RGH 1t LQFOXGLQJ EXW QRW HELPH WEHD® DWHR
LOMXQFWLYH UHOLHI UHMWHWXMWQE ¢ RYQG/ DWWRUQH\V

9,, (0%$1' )25 -85<57%/

3ODLQ®WHADQG D WULDO E\ MXU\ RI DOO FODLPV VR WULDEOI

9,,, 5(48(67 )25 5(/.0

:+(5()25( 30DLOWIQGLYLGXDOO\ DQG RQ EHKDOI RHWKH RV
SURSRVHG LQ WKLV &RPSODLQW UHVSHFWIXWKE) IDMRYHYQYG W
DJDLQMWQGDRQWVROORZV

$ 'HFODULQJ WKDW WKLV DFWLRQ LV D SURBMI FOD\
6XEFOMWHMTXHVWHG KHUHLQD\G B DEMGDAX EFS DR MEMABW L Y H
DSSRLQWDQYVY &RXQVHO DV UHHPSHHEARRMERD® IR O FIOPW Y | FHUWLILFD)

% 2UGHUHQH QG W@WSD\ DFWXDO GNP W KHR RRVOBHQWH PE
WKH &OIEVEXEFODVVHYV

& 2UGHOBIHQGMMRWYD\ SXQLWLYH GDPDJHV DV WOORZDE
DQG WKH RWKHU PHPBISUVXRF ODKH/ RDOD VYV

' 2UGHUHQH QG WRWYD\ DWWRUQH\VY IHHV DQG/ MQ®/LIDWL
WKHLU FRXQVHO

( 2UGHUHOB QGDVRVEDDEHOMLWHOLHI LQ WKH IRUP RI G

UHVWLWXWLRQ DQDWVLE@MXEHWD$%IS URBILEHD WH
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) 2UGHUHOQI QG WWRWSYD\ ERPWEKE SMRXEWHQW LQWHUHVW RQ DC
DZDUGHG DQG

* 2UGHULQJ VXFK RWKHU DQG IXUWKHU UHOLHI DV PD\

'‘DWHXIXVW 5HVSHFWIXOO\ VXEPLWWHG

/s/ Timothy J. Peter
7LPRWK\ - 3HWHU
)$584, )$584, //3

-). %RXOHYDUG 6WH
SKLODGHOSKLD 3%
7HO
)DI
WSHWHU#IDUXTLODZ FRP

-DQLQH 3FBOODFN
7+(68/7=(5/$%$: *5283
3 &

© WK BWUHHW BXLWH &
1HZ <RUN 1HZ <RUN
7HO
)DI
SROODFNM#WKHVXOW]HUODZ

, QWHWBIRPHD &R XQVHO IRU
3ODLQWLIIV DQG WKH &0ODVV

&KULVWLDQ B6LHERWW

1LQD 9DULQGDQL

)$584, )$584, //3
UGBYHQXMHORRU

1HZ <RUN 1<

7HO

)D[

FVLHERWW#IDUXTLODZ FRP

OYDULOGDOQL#IDUXTLODZ FRP

'DQLHO 7HSSHU
2/) +$/'(167(,1 $'/(5


mailto:tpeter@faruqilaw.com
mailto:pollackj@thesultzerlawgroup.com
mailto:csiebott@faruqilaw.com
mailto:nvarindani@faruqilaw.com
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)5((0$1  +(5= //3
ODGLVRQ $YHQXH
1HZ <RUN 1HZ <RUN
7HO
)DI
WHSSHU#ZKDIK FRP

%HQ %DUQRZ
(ULFK 3 6FKRUN
% $512:$1" $6628&,$7(6
3 &
2QH 1RUWK /D6DOOH 6WUHHYV
&KLFDJR ,/
7HO
)0

E EDUQORZ#EDARIRZ0ODZ
H VEKRUN#EDUQRZODZ FRP

& KD UOWB¥KDIIHU
/(9,1 6('5%1 % (50%1
/13

:DOOQXW 6WUHHW 6XLWI

FRP

uJ

RHW


mailto:tepper@whafh.com
mailto:b.barnow@barnowlaw
mailto:e.schork@barnowlaw.com
mailto:hlongman@ssbny.com
mailto:cschaffer@lfsblaw.com
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7HO

)D|
MJROGHQE®IK DIV FRP

IDXUHQFH ' .LQJ
'DYLG $ 6WUDLWH
5DOSK ( /DEDWRQ
$3/$1 )2;
,16+(,0(5 //3

7KLUG $YHQXH

1HZ
7HO
)D[
ONLQJ#NDSODQIR[ FRP
GVWUDLWH#NDSODQIR[ FRP
UODEDWRQ#NDSODQIR[ FRP

"RKQ $ <DQFKXQLV
5\DQ OFJHH
025*$1 025*$1
&203/(; 1,7,*$7,21
*5283
1 )UDQNOLQ 6WUHHW

7DPSD )ORULGD

7HO

)DI
M\DQFKXQLV#IRUWKHSHRSOH
UPFJHH#IRUWKHSHRSOH FRP

“HDQ 6XWWRQ 0DUWLQ

025*$1 025*$1

&203/(; 1,7,*$7,21 *5283
(DVWZRRG 5RDG 6XLV


mailto:jgoldenberg@gs-legal.com
mailto:gmason@wbmllp.com
mailto:lking@kaplanfox.com
mailto:dstraite@kaplanfox.com
mailto:rlabaton@kaplanfox.com
mailto:jyanchunis@forthepeople.com
mailto:rmcgee@forthepeople.com
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'LOPLQJWRQ 1&

7HO

)D[
MHDQPDUWLQ#IRUWKHSHRSO

NQGD - *UDQW
7+( *5%$17 /$: ),50
3/1&
JLIWK $YHQPOHRRU
1HZ <RUN 1<
7HO
)DI

OJUDQW#JUDQWILUP FI

5DOSK 1 6LDQQL
$1'(5621 6/($7(5 6,$11,
/&
0LOO 5RDG
6 XLWH
'LOPLQJWRQ (
7HO
)DI
UVLDQOQL#DQGHUVHQVOHDWH

'HYLQ + 6KDUS
6$1)25" +(,6/(5 6+%$53
/13
&RPPHUFH 6WUHHW
6 X LW H
1DVKYLOOH 71
7HO
)DI
NVKDUS#VDQIRUGKHLVOHU Fi

&RXQVHO IRU 30DLQWLIIV DQG
WKH &ODVV

* pro hac viie DSSOLFDWLRQ JUDQ
SHQGLQRURNKFRPLQJ


mailto:jeanmartin@forthepeople.com
mailto:lgrant@grantfirm.com
mailto:rsianni@andersensleater.com
mailto:ksharp@sanfordheisler.com
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